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Anti Power Attack of AES High-order Mask Scheme

HE Li-wen,GUO Hai-lun, AN Cong,
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Abstract: Along with the development of the password technology and information technology, the current password algorithm itself is
strong enough to against the traditional means of password analysis, but due to the technological characteristics of the device itself, its
runtime leaked information,such as power consumption, electromagnetic, time , which can be used to break key attackers. This method is
called the side channel attacks. AES algorithm is vulnerable to side channel attack. In order to solve this problem,one or more random
values are added ,namely masks. Masks are used for each value when d—order is designed,and the complexity of SCA execution increases
exponentially. Therefore, it is of great significance to design a mask scheme with d—order as a security parameter for the physical security
of cryptographic implementation. We propose a d—order mask scheme based on the hardware—oriented mask scheme published by Ishai et
al. in Crypto,based on the commonly used power attack technology of AES. Compared with this scheme, the proposed scheme can be
effectively implemented on the processor. The experimental results show that the proposed scheme reduces the correlation between
theoretical power consumption and practical power consumption, protects the intermediate value from leakage, and improves the anti-—
power attack ability of AES encryption algorithm.
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Input:shares x, ®,x;, = x

Output :shares x, @,x;, = «x

l.fori = 0 to d do

2. tmp «—rand( )

3. %, < x, @ tmp

4. x, < x, @ tmp
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Input:shares x, @,x, = «x

Output:shares y, ®,y, = S(«x)
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Input:shares k, @k, = k

Output ;shares w;, D,w;, = w

l.forj = 1 to N, do

2. fori=0toddo (w).,— (k).

3. forj =N, +1tod= (N, +1) do

4. fori = 0toddor, « (w,),

5. if(jmod N, = 0) or (N, = 8)

and (jmod N, = 4) then

6. forl = 11t04 do
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7. if(jmod N, = 0) then

8. fori = 0 to d do t; +— RotWord(¢,)
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Output: ciphertext ¢
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139 %
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