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Abstract: Driven by the new computing capabilities and deep learning technology , the development of artificial intelligence and big data
has entered a boom period, resulting in the rapid increase and application of multimodal biometric information. Due to the naturalness and
multi-scenario application of multimodal biometrics, the collection, identification and analysis of feature information not only involves
personal privacy and dignity ,but also actively or passively exposed to the real environment. Colleges and universities are facing huge in-
formation security protection needs and risk challenges. By analyzing the security problems and current situation of multimodal biometric
information in colleges and universities, we propose to build an information security protection framework of multimodal biometrics from
four levels infrastructure security protection, network security protection, data security protection and application security protection.
Then strategy and technology are combined by management data protection, business data protection, user identification information
protection, classification and all life cycle information protection, which solve the security risks and hidden dangers in different
dimensions. A comparative analysis of the implementation and application of multimodal biometric information in domestic colleges and
universities verifies the good application effects of the proposed information protection strategy and technology. It provides reference for
strengthening the information protection capabilities of multimodal biometrics.
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