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Abstract; For the high incidence of new types of cybercrime, criminals use various chat groups to induce victims and commit crimes. The
effective description and portrayal of the chat content and the character relationships will provide strong support for the case investigation.
Generally traditional methods only focus on one aspect of chat topics or character behavior, which is unable to extract behaviors and chat
topics at the same time quickly and effectively in forensics. Therefore,we propose a method— CTW ( candidate topic words) to portray
character relationships based on candidate keywords and group chat topics. Firstly, LDA model is used to extract key words, using the
embedding of char and extracted key words for TextCNN to categorize topics. For categorized topics, we treat interaction intensity and
group member activity as the weight value on the directed edges,not only create a network diagram of the character behavior of the partic-
ipants in the group chat and get the members” remarks in the group as social relationship labels which are put on the edges of the
relationship diagrams. Experiments show that the method proposed shows good results on actual data sets, which can effectively portray

character relationships based on the topics of group chats.
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