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Differential Privacy Algorithm for Large Social Networks Based on
Singular Value Decomposition

ZHENG lJian, YANG Li-cong
(School of Information Engineering,Jiangxi University of Science & Technology,Ganzhou 341000, China)

Abstract; Aiming at the problem of the poor data availability in data mining based on Euclidean distance due to the direct addition of
noise to the dimensionality reduction data in the differential privacy algorithm based on random projection, a differential privacy algorithm
based on singular value decomposition is proposed. The algorithm firstly uses random projections to reduce the dimensions of high-di-
mensional social network data,then performs singular value decomposition on the reduced data and adds Gaussian noise to the singular
values. Finally,the matrix to be published is generated through the inverse operation of singular value decomposition. The singular value
matrix that the proposed algorithm uses is a matrix with values only on the main diagonal,and the number of values is the rank of the
matrix. Compared with directly adding Gaussian noise to the data after dimensionality reduction,adding Gaussian noise to singular value
matrix can effectively reduce the amount of noise. The theory proves that the proposed algorithm satisfies differential privacy,and the Eu-
clidean distance difference experiment and spectral clustering experiment are designed to analyze the data availability of the algorithm.
The experimental results show that the data availability of the proposed algorithm is higher than that of the differential privacy algorithm
based on singular value decomposition.
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