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A Security Control Protocol for Microgrid in Park

CHEN Yi-lin,LUO Jiao—yan,HU Yi-fang, YI Chuan-jia,ZUO Li-ming
(School of Science,East China Jiaotong University , Nanchang 330013, China)

Abstract: With the rapid development of microgrid technology , the research of microgrid control has become a hot topic. Aiming at the
problems of data source reliability and data integrity protection in the process of data interaction in the current park microgrid control
system, a digital signature scheme with message recovery is proposed. Compared with the general digital signature scheme, this scheme
has the advantages of reducing communication traffic and communication cost, which is suitable for the application scenarios with limited
bandwidth and weak computing power. Therefore, it can be applied to the efficient microgrid in the park and maintain the high efficiency
of the operation of the microgrid. The microgrid control is an important part to ensure the stable power supply in the park. Aiming at the
network security problem of the control system of the micromigrid and based on the signature scheme with message recovery,a security
control protocol is proposed for the microgrid control system in the park. Finally, the security control protocol is simulated by Csharp
lightweight cryptography package. Experimental results show that the security control protocol has the advantages of shorter time in
scheme signature process and higher operation efficiency in the controller, which can improve the security of the microgrid control system
in the park effectively,and can provide a strong guarantee for the security and stable operation of the microgrid in the park.
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ecc myecc=new ecc( ) ;

ECPoint yl =myecc. ecc_point_g. Multiply(x1 ) ;

ECPoint y2 =myecc. ecc_point_g. Multiply (x2) ;

ECPoint K=y2. Multiply(x1) ;

ECPoint R =myecc. ecc_point_g. Multiply (1) ;

hash myhash =new hash( ) ;

byte[ ] hm=myhash. TanGetDigestByteArray (m) ;

// 8 H(H(m) )

byte[ | hhm =myhash. TanGetDigestByteArray (hm) ;

//iPE H(H(m) )@ m

byte[ ] hmxor=HexXorByte( hhm, m) ;

// T

byte[ ] hl =new byte[ 64 ];

Array. Copy(hm, 0, hl, 0, 32);

Array. Copy(hmxor, 0, hl, 32, 32);

//THE h2

string KK = K. X. ToBiglnteger ( ). ToString ( ) + K. Y.
ToBiglnteger( ). ToString( ) ;

string RR = R. X. ToBiglnteger ( ). ToString ( ) + R. Y.
ToBiglnteger( ) . ToString( ) ;

string KR =KK+RR;

byte[ ] h2 =myhash. TanGetDigestByteArray512(KR) ;

//F 5T s=hl @ h2

byte[ ] ss=HexXorByte(hl, h2);

/T e

Biglnteger s=new Biglnteger(ss) ;

BiglInteger sx1 =s. Multiply (x1) ;

BigInteger e =sx1. Add(r. Mod( myecc. ecc_n) ) ;
5.2 ERWIETRE

e 2 IR 55 i , MU 3] v e 458 i s 3 2o R 1 B s

BSR4 T RIS 2 ISR N % 4 R AT
B, B AR IR

ECPoint ep=myecc. ecc_point_g. Multiply(e) ;

ECPoint syl =yl. Multiply(s) ;

ECPoint R1 =ep. Subtract(syl ) ;

ECPoint K1 =yl. Multiply(x2) ;

string KK1=K1. X. ToBiglnteger( ). ToString( ) +KI. Y. To-
BiglInteger( ). ToString( ) ;

string RR1 = R1. X. ToBiglnteger ( ). ToString ( ) +R1. Y.
ToBigInteger( ). ToString( ) ;

string KR1=KKI + RRI;

byte[ | H2 =myhash. TanGetDigestByteArray512 (KR1) ;

byte[ ] Hl =HexXorByte (H2, ss);

byte[ ] HIL=new byte[32];

byte[ ] HIR=new byte[ 32];

Array. Copy(H1, 0, HIL, 0, 32);

Array. Copy(HI, 32, HIR, 0, 32);

byte[ ] HL=myhash. TanGetDigestByteArray (HIL) ;

//RIEZTH B m

byte[ ] ml =HexXorByte(HL, HIR) ;

byte[ | left=HIL;
byte[ | right=myhash. TanGetDigestByteArray (ml ) ;
if ( ByteEquals(left,right) )
{
Console. WriteLine (" B iEZA3@ 31" ) 5
Console. WriteLine (" 4 B K EZ 1" ) ;
Console. WriteLine ( " ¥k £ 974 &.: {0}", Encoding.
UTF8. GetString(ml) ) ;

1

f

else

f
Console. WriteLine ( " % UFE 2 44 2 W) 4 & Wk &

R
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