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Abstract; As a means to actively counter attackers, cyber deception defense technology has received extensive attention from academia
and industry ,among which how to capture attacker is the core of cyber deception defense. The basic idea is to achieve the purpose of mo-
nitoring and analyzing attacks by establishing a false network and trapping environment to lure attackers. Focusing on the research of
network deception defense technology for attack trapping, the design ideas of attack trapping system are investigated, the typical
architecture of attack trapping technology is analyzed,and the design of trapping system is divided into two parts ; decision—making control
and deception environment. Discussed the three major modules of deception environment design,and divided the development of attack
trapping technology into three stages:traditional trapping,complex trapping and intelligent trapping. Combined with the development of
attack trapping technology, the key technologies for the design of each module of the deception environment are discussed. Based on the
existing problems in the design of trapping systems, the future development trend of attack trapping technology is analyzed.
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