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Active Honeynet Based on Intrusion Detection System in
Software Defined Network

YAN Pei—-min, YAO Jia-hao

(School of Communication and Information Engineering, Shanghai University , Shanghai 200444 , China)

Abstract: A linkage method among active defense technologies is proposed,in which the undeceiving attack traffic is actively transferred
to the Honeynet through the SDN ( software defined network) and intrusion detection system. This method is mainly based on the pro-
grammability of SDN,and the intrusion detection system automatically sends the forwarding strategy of the traffic to the SDN switch
according to the analysis results,so as to realize the active migration of the attack traffic and complete the Honeynet capture of the attack
behavior. When a normal visitor tries to access the server,the switch will route the visitor to intranet servers. If the vistor is a hacker, the
Honeynet will work as the first safety protection. If the hacker is not attracted by the Honeynet, the intrusion detection system will work
as the second safety protection. By analyzing the flow,the intrusion detection system will automatically generate policy which aims at
attack traffic and forward it to switches,then the attack traffic is transferred to Honeynet.
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NXST_FLOW reply (xid=0x4):

cookie=0x2a00000000000004, duration=56.962s,

# Step #6: Configure output plugins
# For more information, see Snort Manual, configuring Snort - output Modules

output alert_csv: /home/yaojiahao/msglog.csv msg,proto,src,srcport,dst,dstport
B4 BERBFRAAMBAR
(3) T B ARG T 3 W, > A 0 28 i A H A b ki
H192.168. 1. 89 [ & A2 5 A H &, K 5
FIE 6 frs;

#NMAP PingiaiEtadll:
#alert icmp any any -> 192.168.1.89 any (msg: "Nmap ICMP Scan"; dsize:0;sid:10000004; rev: 1; )

5 AdzAhm Res

"attack from Internet!",TCP,194.26.29.123,59492,192.168.1.89,44881
"attack from Internet!",TCP,194.26.29.146,52309,192.168.1.89,50060
"attack from Internet!",TCP,93.88.74.232,58081,192.168.1.89,10569

"attack from Internet!",TCP,194.26.29.134,40288,192.168.1.89,2441

"attack from Internet!",TCP,195.54.166.157,56082,192.168.1.89,5318
"attack from Internet!",TCP,193.106.30.226,43274,192.168.1.89,3388
"attack from Internet!",TCP,149.28.119.209,57009,192.168.1.89,22

BHe6 X%pik
(4) Snort A4 H 7 0y AH SCAF B AE B R R
W id E A5 38 4 N & &= SDN 28 bl Se B i i it
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nw_src=194.26.29.137,nw_dst=192.168.1. 89, actions=output:2

ovs-ofct] add-flow si di _type=0x0800, pr1or1ty-200 idle_timeout=600,hard_timeout=300,
nw_src=194.26.29.123,nw_dst=192.168.1. 89, act'lonSxoutﬁJ t:2

ovs-ofct] add-flow si dl _type=0x0800, priority=200,idle_timeout=600, hard_timeout=300,
nw_src=194.26.29.146,nw_dst=192.168.1. 89, actions=output :2

ovs-ofct] add-Flow si dl _type=0x0800, pr1or1ty-200 idle_timeout=600,hard_timeout=300,
nw_src=93.88.74.232,nw_dst=192.168.1. 89, actions-output 2

ovs-ofct] add-Flow s1 dl _type=0x0800, pr1or1ty-200 idle_timeout=600,hard_timeout=300,
nw_src=194.26.29.134,nw_dst=192.168.1. 89, actwns-outﬁmt 2
ovs-ofct] add-Flow si dl _type=0x0800, priority=200,idle, t1meout=600 hard_timeout=300,
mw_src=195. 54.166.157 ,nw_dst=192.168.1. 89, actions=output :2

ovs-ofct] add-flow s1 d1_type=0x0800, pr1or1ty-200 idle_timeout=600,hard_timeout=300,
nw_src=193.106. 30. 226, nw_dst=192.168.1. 89, actlons-output 2

ovs-ofct] add-flow s1 d1_type=0x0800 pr1or1ty=200 idle_timeout=600,hard_timeout=300,
nw_src=149. 28.119. 209, nw_d5t=192.168.1.89,actions=output :2

B 7 RE R AR

table=0, n_packets=3, n_bytes=238, idle_

timeout=600, hard_timeout=300, idle _age=52, pr1or1ty 10,d1_src=8a:d1:59:61:59:c2,d1_ds

t=42:f8:04:a5:65:b9 actions= output 4

cookie=0x2a00000000000005, duration=56.962s,

table=0, n_packets=3, n_bytes=238, idle_

timeout=600, hard_timeout=300, idle _age=52, pr1or1ty-10 dl_src=42:f8:04:a5:65:b9,d1_ds

t=8a:dl: 59 $1:59:c2 actions=output:3
cookie= uration=7. aple=0,
imeout= 300
ons=output:2

ions=output:2
cookie=0x0, duration=9.812s,

ons=output: 2
cookie=0x0, duration=7.678s,

ions:gutput:z
cookie=0x0, duration=7.752s,

ons=output: 2
cookie=0x0, duration=7.774s,

ns=output:2

ons=output: 2

S, _packe n_
"idle _age=7, pr1or1ty 200, 1p nw_src= 193 106 30 226 nw dst 192.168.1.89 acti

cookie=0x0, duration=7.696s, table=0, n_packets=0, n_bytes=0, idle_timeout=600, hard_
timeout=300, idle_age=7, priority=200,ip,nw_src= 195.5%4.166.157

table=0, n_packets=0, n_bytes=0, idle_timeout=600, hard_]
timeout=300, idle_age=9, priority=200,ip,nw_src= 194.26.29.123 ,nw_dst=192.168.1.89 acti|

table=0, n_packets=0, n_bytes=0, idle_timeout=600, hard]
timeout=300, idle_age=7, pr1ority=200.ip,nw_src=149 28.119.209,nw_dst=192.168.1.89 acH

. table=0, n_packets=0, n_bytes=0, idle_timeout=600, hard]
timeout=300, idle_age=7, pr1or1ty 200,1ip,nw_src= 194. 26.29.134 ,nw_dst=192.168.1.89 acti|

table=0, n_packets=0, n_bytes=0, idle_timeout=600, hard|
timeout=300, idle_age=7, pr1or1ty 200,1ip,nw_src=93.88.: 4 232,nw_dst=192.168.1. 89 actid

cookie=0x0, duration=8.297s, table=0, n_packets=0, n_bytes=0, idle_timeout=600, hard_
timeout=300, idle_age=8, priority=200,ip,nw_src= 194.26.29.146.nw_dst=192.168.1.89 act1

imeout= nar

,nw_dst=192.168.1.89 ac

cook1e=0x2b00000000000007,
age=57
cookie= Ox2b00000000000005

duration=>58.068s,
priority=2,in_port=3 actions=output: 2 output:1,output:4,CONTROLLER: 65535
duration=58.068s,

table=0, n_packets=3, n_bytes=238, 1dle_

table=0, n packets 577576, n_bytes=55661

4294, idle_age=0, pr1or1ty-2 in_port=1 actions= output:2,output:4,output:3,CONTROLLER: 6

5535

cookie=0x2b00000000000006, duration=58.068s,

age=57

e_age=2,

priority=2,in_port=4 actions=output: 2 output:
cookie= Ox2b00000000000004 duration=58.072s,
priority=2,in port 2 actions=output:1,output:4,output:3,CONTROLLER: 65535
cookie=0x2b00000000000001, duration=60.039s,

table= O n_packets=3, n_bytes=238, idle_
1,output:3, CONTROLLER: 65535
table=0, n packets 36, n_bytes=8550, idl

table=0, n _packets=12, n_bytes=1917, idl

e_age=11, priority=100,d1_type=0x88cc actions=CONTROLLER:65535

cookie=0x2b00000000000001, duration=60.009s,

5, idle_age=58, priority=0 actions=drop

table=0, n_packets=1569, n_bytes=1623171
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dest_ip: 192.168.1.89 t-pot_ip_ext: 139.227.59.222 t-pot_hostname: grievingbrief params: none host: fe77dlcde93a geoip.dma_code: 511 geoip
geoip.latitude: 39.001 geoip.timezone: America/New_York geoip.city_name: College Park geoip.region_name: Maryland geoip.location: { "lon":
geoip.postal_code: 20740 geoip.ip: 149.28.119.209 geoip.country_code2: US geoip.country_name: United States geoip.longitude: -76.932 geoip.
geoip.country_code3: US tags: _geoip_lookup_failure t-pot_ip_int: 192.168.1.76 type: P@f subject: cli os: ??? dist: 13 @timestamp: May 9t

raw_sig: 4:242+13:0:08:65535,0:::0 src_port: 57809 path: /data/p@f/log/p@f.json mod: syn @version: 1 src_ip: 149.28.119.2@9 _id: NgL3-HEBS¢

dest_ip: 192.168.1.89 t-pot_ip_ext: 139.227.59.222 t-pot_hostname: grievingbrief params: tos:8x88 host: fe77dlcde93a tags: _geoip_lookup_fi
type: POf subject: cli os: 2?2 dist: 16 @timestamp: May 9th 2020, 18:25:82.000 dest_port: 5318 raw_sig: 4:239+16:0:0:1024,0:::0 src_port:
path: /data/p@f/log/p@f.json mod: syn @version: 1 src_ip: 195.54.166.157 _id: KQL3-HEB568IWofinNjO _type: doc _index: logstash-2020.05.09

dest_ip: 192.168.1.89 t-pot_ip_ext: 139.227.59.222 t-pot_hostname: grievingbrief params: none host: fe77dlcde93a tags: _geoip_lookup_failut
type: Pof subject: cli os: 2?2 dist: 13 @timestamp: May 9th 2020, 18:25:02.008 dest_port: 2441 raw_sig: 4:242+13:0:0:1024,0:::0 src_port:

path: /data/p@f/log/p@f.json mod: syn @version: 1 src_ip: 194.26.29.134 _id: KglL3-HEB568IWofihNjS _type: doc _index: logstash-2020.05.09

dest_ip: 192.168.1.89 t-pot_ip_ext: 139.227.59.222 t-pot_hostname: grievingbrief params: none host: fe77dlcde93a geoip.region_code: ZH gec
geoip.timezone: Europe/Amsterdam geoip.city_name: Naaldwijk geoip.region_name: South Holland geoip.location: { "lon": 4.216, "lat": 51.9934
geoip.as_org: WorldStream B.V. geoip.ip: 93.88.74.232 geoip.country_code2: NL geoip.country_name: Netherlands geoip.longitude: 4.216 geoip.
geoip.asn: 49981 geoip.country_code3: NL t-pot_ip_int: 192.168.1.76 type: P@f subject: cli os: 2?2 dist: 17 @timestamp: May 9th 2020, 18:
raw_sig: 4:238+17:0:0:1024,0:::0 src_port: 58281 path: /data/p@f/log/pef.json mod: syn @version: 1 src_ip: 93.88.74.232 _id: KwL3-HEBS56BIV

dest_ip: 192.168.1.89 t-pot_ip_ext: 139.227.59.222 t-pot_hostname: grievingbrief params: none host: fe77dlcde93a geoip.latitude: 50.45 gec
"lat": 58.45 } geoip.longitude: 30.523 geoip.continent_code: EU geoip.as_org: Infium, UAB geoip.ip: 193.106.30.226 geoip.country_code2: UA
geoip.country_name: Ukraine geoip.country_code3: UA t-pot_ip_int: 192.168.1.76 type: P@f subject: cli os: 2?2 dist: 17 @timestamp: May 9t
dest_port: 3388 raw_sig: 4:238+17:0:0:1024,0:::8 src_port: 43274 path: /data/p@f/log/p@f.json mod: syn @version: 1 src_ip: 193.106.38.226

_type: doc _index: logstash-2820.85.89 _score:
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