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A Method of Reducing Double Counting by Monitoring Each
Other Between Virtual Machines

WU Zuo-ping' ,WANG Hai-long' ,WANG Hong-yan' ,XIAO Min',
WANG Wei’, XIA Xin—feng’
(1. Beijing CLP Information Technology Co. ,Ltd. ,Beijing 100107 ,China;
2. Jiangsu Ruizhong Data Co. ,Ltd. , Tianjin 300300, China)

Abstract ; The office environment is increasingly dependent on virtual machine , VDI and other technologies. If the traditional PC security
software is directly applied to this environment, it will cause a great waste. For example,installing antivirus, firewall ,leak prevention,en-
cryption and other software on each virtual machine will result in multiple isolated virtual machines running the same software and doing
exactly the same work ( distributed mode) on a single host. We discuss how to provide the same security service ( sharing mode) for all
virtual machines created on a single host with only one of the same security software. This approach does not depend on the virtualization
product vendor to provide the interface of the underlying virtualization (hypersion API) ,but relies on the virtual machines directly share
the security process,and through the virtual machine mutual care way to achieve. The performance is close to the API mode,but much
higher than the distributed mode. The budget is much lower than the API mode.
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2.1 HMIAE
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e i SCAFIE
&2k auth. properties &I IESF &, ;
authURL =http://controller : 5000/ v3/
domain =Default
username = admin
password = XXXXXXX
projectName = admin
fd FHVGIE T 3R IR UE 2 7 3 52451, AN kg 238 A
WML
AuthService authService = new AuthFactory( ) ;
Assert. assertNotNull ( authService. auth( ) ) ;
TMIES5 8 Bean TAIE
Authentication user = new Authentication( ) ;
user. setAuthURL (" http;//controller;5000/v3/" ) ;
user. setDomain (" Default" ) ;
user. setProjectName (" admin" ) ;
user. setUserName (" admin" ) ;
user. setPassword (" Xxxxxxx" ) ;
AuthService authService = new AuthFactory( ) ;
Assert. assertNotNull (authService. auth(user) ) ;
2.2 EHIRYIBHLAE PG
(1) R AT A ELE AR
List<? extends Hypervisor> hypervisors = service. getHyper-
visors( ) ;
LOGGER. info( " JRHEN U Ry BHET W ki)
for (Hypervisor h : hypervisors) {
LOGGER. info ( h. getHypervisorHostname ( ) + " " +

h. toString( ) ) ;
|

(2) ARHUI AT T 5 ) BEAL B IR A 0 19 4R

AN
H o

HypervisorStatistics statistics = service. getTotalStatistics( ) ;

LOGGER. info( statistics. toString( ) ) ;
2.3 FEREPHBEFEMH
(1) FRIUITA 1 EAUAL A
for (Server s : service. getAlllnstance( ) ) |

LOGGER. info(s. toString( ) ) ;
!

(2) i 55 5 ID RBUB AT Rz B L
24
boolean isHost = true;
for ( Server s service. getInstancesByHypervisorID ( "
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" ) )
%
if (! s.getHostId( ). equals( " XXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXX" ) ) |

isHost = false;

!

|
f

Assert. assertTrue (isHost) ;
(3) T R LA RIBGE AT 7R R
RS,
boolean isHost = true;
for (Server s ; service. getlnstancesByHypervisorHostname ("

computel" ) ) |

if (! s. getHypervisorHostname( ). equals( " computel" ) )

isHost = false;

|

|
Assert. assertTrue (isHost) ;

(4) FRBUITA W W= TR X 42
for (Resource r : service. getResourceList()) |

LOGGER. info(r. toString( ) ) ;

|

f

(5) 383 Wi BRI ID AR UG U0 52 S0
boolean result = false;
if ( service. getResourceByld ( " XXXXXXXXXXXXXXXXXXXXX

xx" ). getld()
. equals (" XXXXXXXXXXXXXXXXXXXXXXXXXX" ) ) {
result = true;

!
Assert. assertTrue(result) ;

(6) FRIITA A I P2 F85 .
for (Meter m : service. getMeterList( ) ) {

LOGGER. info( m. toString( ) ) ;

|

f
(7) 38 3 A T8 bR 24 FRAR U 245 48
boolean result = true;

for ( Meter m
ry")) |

service. getMeterListByName ( " memo-

if (1 m. getName( ). equals(" memory" )) |

result = false;

f
Assert. assertTrue(result) ;
(8) BEUH ID( 5451 ID BE & 1D 2 ) AR BUHL A
bR,
boolean result = true;
for ( Meter m service. getMeterListByResourceld ( "
XXXXXXXXXXXXXXXXXXXXX")) {
if (1 m. getResourceld (). equals (" XXXXXXXXXXXXXXXX

xxxxxx")) |

result = false;
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Assert. assertTrue (result) ;
(9) WA 2ERE
boolean result = true;
for (ProcessID m : service. setProcessprotect
(" XXXXXXXXXXXXXXXXXXXXX" ) ) |
if (! m. getProcessId( ). equals
(" XXXXXXXXXXXXXXXXXXXXXX" ) ) |

result = false;

}

Assert. assertTrue ( result) ;
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