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DGA Identification Method Based on DoH Traffic
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Abstract; Current research reveals that domain generation algorithm ( DGA) has become one of the key technologies for Botnets to
connect to C&C (command and control) servers. Since the detection method for the randomness of DGA domain name has become
mature ,the DGA algorithm may adopt the form of encrypted traffic transmission bypassing the detection mechanisms. In view of the lack
of recognition of encrypted DGA traffic based on the randomness of the domain name detection model, we verify the possibility of
encrypted transmission of DGA traffic based on the DoH ( DNS-over—-HTTPS) protocol, analyze HTTP message content, HTTP traffic
and corresponding TCP traffic generated during the command and control server transmission process. Because the data packets
transmission with the DoH protocol no longer contains the DNS message parsing process,the length and timing information of the DoH
traffic data packets are finally selected for identification. Based on the analysis of DGA traffic characteristics in the DoH network , the
KNN classification algorithm is used to identify DGA domain names, a recognition method based on the combination of feature
engineering and machine learning is designed to provide a detection method for DGA traffic in the DoH network. Experiment shows that
the accuracy of DGA recognition model based on DoH traffic on artificial data sets reaches 79% ,showing ideal classification accuracy,
which provides a guarantee for DoH network.
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10 0.062168  www.a.shi marasl TP
11 0.062441  www.a.shi; 172.17.151} w: TCP
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