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A Formal Modeling and Validation Method for UEFI Module
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Abstract; Firmware , as a special software program solidified in ROM, is mainly responsible for power—on self-check, hardware device
initialization , guiding the operating system and other basic functions. The operating level and safety level are high,so an efficient and
reliable UEFI module safety detection method is urgently needed. Formal methods are used to specify and verify UEFI modules, which is
of great significance to improve the security of firmware. Based on the existing finite state automaton and push down automaton, the
security vulnerability attributes and the program control flow of the UEFI module are formalized, and the above models are formally
verified by model check. The UEFI module is abstracted into program control flow by data abstraction and its state scale is compressed to
alleviate the state explosion problem in a model test, and the definition of related models and the algorithm of transformation and
combination among models are given. The experiment shows that the abstraction and compression of the UEFI module can alleviate the
state explosion problem in the model test, and the formal verification method can realize the automatic verification of the UEFI module se-
curity vulnerabilities and can achieve a low omission ratio.
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6. end for

7.for Y n € Ndo

8.ifn ¢ UFand (V n eDFES( n, {IE,CE}) ) & UF then

9.UL«—{ n |

10.  end if

11. end for

HH DFS( n ,{1E,CE} ) MR/ R L 799
n FENHEIE,CE} H FL 3l [al 42 8 F A BT A 15
2.3 EFE#E

4 UEFI 5 AR 3l 42 (0 72 5 455 1 i 4 A UCFG
il N HE A SIHLPDA B, Q , Q,, F # RAL & —4
ERLIRZAS | s |, Bl /R 7E UCFG—PDA I PDA ANTFAE
RER R, HEFIH S, T, 6 RICREFET SR
1Tl 4%, UEFI B8 AR5 /9 F #E 3 3 HLAE 5 (UEFI
push down automaton, UPDA) & X UIT .

% X 5:UPDA Al LLF /R U A (Q,3, T,
8,0Q, Zy, F) M

(1) Q=1{s|,TRIREMARES;
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2. ife.n,. TYPE=RETURN then

3. UPDA. §addd (s,e,e.n)=1{(s, &)l
4. endif

5. ife.n,. TYPE=CALL then

6.UPDA. 6add§(s,e,e.n )=1{(s,e.n,e.n )}

7. endif

8. if e.n;. TYPE=OTHER then

9. UPDA. §add8 (s,e,e.n )= 1{(s,e.n,)]|
10.  end if

11. end for

(5) Q, = s , FRWIHIRE;

(6) Z,e | E | ,3/n UPDA Huk P U0 145 5,
SRR UCFG WP I FEF A 5 5,

(7) F=1s}|,%/mn UPDA W32 RS oL & 454k
SHES.
2.4 EXHIIE

BT H SIS I LRI AE SR AN R L s
FH YRR A R TR RBAES, SC YT
PRI A A T TR S P )RR P 1 S AT A,
e X" FBIT T — AT IR T ST F AL T
C 3" Ry b e A7 al AT R 7 9 ST Y 91 1 4
Go HIWr S N TG RAS, Qs 2s W B %A H
A AN Ry s AT R LD e A ) R

WH AT AT RERPATIES TR IR 4, H it
S N T A—AAA A E w8 (B 0] LG R e S # T



<120 - HEPLH AR &R

RN

AT 2K ) 0 BAR AR F) 3 . 8 %, 78 UEFI AL rh
3 R £ 4 e IR g P A R T 59 e A R RE A I
WE SR ik S MIEWE S, WIAF7E SVDFA A L
WS B S € L (SVDFA), Hk, B2 7 i Al 17 h AT
PEAR T BE— AR 1 Sk AR LA 3 bk, FR B R
ICRIEF R, ik Ty —A BF SCTe R ii
&, WFAAE UPDA Al LRSI T BT C L (UPDA) . #
S N TS A L (SVDFA) N L (UPDA) & &K
25, M@ X P =L (SVDFA) NL (UPDA), A A L
(SVDFA) MIENES, L (UPDA) A I F X & 15
HLOWP R ETFCRKIEF, W, PRI T
H 3h Al ( security vulnerabilities UEFI push down
automaton, SVUPDA) # 2 , H SVUPDA & SVDFA 5
UPDA 324, SVUPDA W] i SVDFA 5 UPDA 4 &
TR ST

FE X 6:SVUPDA 1] LLF /R NIt (Q, 2,
I,8,0,,7%,F) .
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