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Abstract ; Artificial intelligence is widely used in autonomous unmanned systems such as autonomous driving,unmanned aerial vehicles,
robots, etc, which is an important support to realize complex functions such as scene perception,intelligence acquisition, assistant decision—
making and so on. Therefore, more and more attention has been paid for the vulnerability and security of artificial intelligence
technology. Adversarial machine learning is an interdisciplinary subject in the field of machine learning and computer security. It is one
of the challenges that artificial intelligence algorithms are facing. On the basis of the security of artificial intelligence in the actual scene,
we introduce the origin, principle and development of generating adversarial examples. Firstly, we explore the principles,advantages and
disadvantages of attack and defense. Secondly,based on the analysis of classic algorithms and real world, the vulnerability and challenges
faced in the actual scene are studied. Finally,we make a further study on the challenges and future development trend in different fields

such as image, voice, network and software application.

Key words : artificial intelligence security ;security thread ;deep learning;adversarial example ; adversarial detecting

0 51 F
T2 BB AR TE 76 R FH T 46 25 Il 26 4 A
25 g e SRR AT TN TS R PP 1 — R0 2 4 )
ﬁ/&ﬁ S R4 AT BRI 1 3R R
AR AR — R R A, AT ﬁ%&*¢
S BRI 22 A I B R 5T, B T U 0 3o e L 7 2
SRS 4R, PR A — AR A

XFPUHEHL AR 2 2 AR VR T 2013 4F | Szegedy > &
IR« 3 T XA S 2 S AR Bl W] LA fE

7% B #3:2020-11-10
BEEWE FHRARPEEE

f&E B #1.2021-03-15
FAERI 34 (61803352)

WRIES 2] i AR B AR R 45 5, N4 T
“SHPUREA” RO, X b 8 5 AT BT PR AL B8 2 2] 19 1IE 28
WA, WA GE T 1D kA, A 2013 4R BT
PEMLER 2% 2 5 2016 4FJE , KHHTHENLER 2 > 762 AR 3
WARRE T — AR 7E PUE (N 2017 4B T T3
S FBIRHTREA | L B OpenAl 25 HLI B & A5 | 24 R
FERAT AL AR HOREAS X o LR 2 2T 11 2% 80t 3
Tt

FHHUREA & — 2B B T R M HLas 27 S A A

EEEMNH M8(1981-) 35 Wt m g AR BIF5T 0 1o A 2 % 4 N TR BE.



<130 - HEPLH AR &R

RN

AIREAS Rk B OSBRI 51
JUF- e FH AR 43 9%, (H 40 45 5 OB i A7 45 1R 1Y
FIWT . BRARSE LWL AESE L P A LI —Rf . filinSc
k[ 4] Atk , 78 “ panda” B, 0 ACKS O i 7 A9 3L
AN BTy BRTfof Ao 25 19X 4 A 7R A BB 5%, 1L 99. 3% 1
T A BE R S < gibbon” KR AN 1 TR,

AR

+& =

gibbon

panda
B 1 s AR e

YHFLREZS B9 %5 B, Goodfollow™ A 42 7 55
Az ) BRI AR R AR A3, AR 2Rtk Ak s 55—
MRS R PURE A A S B 1Y = 23807, REANTE
BARRATHN . ARFFEAGUARS, IR A I P R
A S 23 1 I3 AR TH I S A 8 /NI Sl s A2 A5 5 A
M55, J3IMERRFEA XPIRE A X R AT 2
BRI 00 e T T A

1 MR E S #
1.1 XHIE
1.1.1 a&=s&

&Y, Bl & AR TR B 2 ) P 5 AR 454 A5
RISHCEETEANE B . FAARFR A MR E B AR i XS it
AR T2 MR T A WA L-BFGS H&H %, 78
WS 1 A2 BOHLRIAIE 52 v R 1 36 43 S84 2% 19 5 ) |
SRHUHUL R T RAEA I LB Ah 38 7] LAKE T3R8 72 5
AR S5 AR T 1] (1 [a] i SR B A /N B IR AR
T — RN 2 kAR IR A A
& 71543 )& L-BFGS \,FGSM , I-FGSM ,C&W ,

L-BFGS 7, Szegedy ' *' %5 AR 5 #f 22 X 45 451 2%
BRER, (A A 5% 53 S A B/ N AR 55 Ty
FER AT XS B I L Beiti . AH i Ty REsR A 2 2
Job v, FESR Sk AR v TR R /N AR RSO DU
JR IR ST A, A L-BFGS X [m] & #5474 f b
HARD

min ¢ | rl +loss(x +r,l) (1)
o, loss,(x +1,1) TR 255 6 O] A5 R RER 5 1 SR
BRI R IZHIIRIC ; ¢ RIETTSEL

PR A5 75 (FGSM) S e fa e iz 9k B
PR ftdet Jr ik 2 — BEAC AR i ALy
e FHAPREA " B — D RIRER o, L —A
H bR 2 a5 K BRI %L loss(x,1,) ,FGSM ) B AR Z27E «
(4 1, TETCS5 4RI rh G4 — DRI R « IS 73 26
B AP RONERE o SRE S IR UL AL B KAk

loss(x,0,) IZIRIBRHEUG « I RFRE [ B SAS,
AR 3h# /. FGSM It 78 & B 1525 ] o A
oo FFAT— 25 B0 B ORI, RS K e
PR ZE A 0, IF BB 5 ) Z AR R AL
FEEEAR S8 . X SR K o B0 A B 7 1) Oy g =
sign( VaJ(0,X,Y)) g K o S0k k4
KA RO HUREAR R« = x + eg ,HH T
R B BB, f(x,0) S A x IR T
Mok, 0 BRI SR, Y R IEM /2,

FAEAR T % (1-FGSM) J&:7F FGSM Ay I 47
ALy 7LD it i B FGSM ¥ 8k (4 3h 78 S £
S L AMIDE Y RIS AW/ W P

Xyl = ClipX, e { Xy + asign[ V J(X}",,,.) ]}

(2)
HcHE T-FGSM 12X 110 AR, 4 vk 3% R B B2 )y 1) %

HAYBNP K o = T 85 TR, A SR A s
fii, BRI x, =« , B FGSM (1 id 2, 3t
SRR BRI B T 1] ¢ = sign(Va J(0,X,Y)) ,BRIK
AR TR N «,,, =, +ag . B TWERF,
xp BRI LA AR TREAS . AHLL T FGSM [0] 45 #
FE T A%l — P W EE R AR — U AR 2
N AL, LB R B RCR

C&W Xty J7 1% 02 H R & 2y A 3O fe i i 48
T Bl 7 1%, T LA AR 977 0 44 2 1R 25 A 22 ) 2% 977 40 7
WL C&W BRI R pR AR T A B PR A, — SR AT
FEA x S5 IEIGRH A x Z [ IR s 55— 53y i
AR S A R 15 2 H AR > 28 B i K22 5 1HL
C&W Tt 7 B ) R A il — LA ) 8 3 3ok /)
A % pR ROk TR SRR A, JF il g AR AR B Al B 7%
PE SR B Gt . BARTT R

min mize |8, + ¢ f(x +9)

such that x +6 € [0,1]"
Horr, f & C&W Brdi s 8 AL i H b R 5, Xof
ToHEMARG «  BEEINES KRB/ NS 6 |, HiE
IR BRI 7 2 an 1 B A, P RS F
s Bk .

(3)

min mize || %(tanh(w) +1) -« |3+

c-f(%(tanh(w) 1)) 4)
5i=%(tanh(wi) +1) —x, (5)
1.1.2 Ze&=&

TESEPRAY ML 5 T, BOly 5 AR AR AR AE AR AR AR G
ORI B YIRS H0M N 28 S50 G5 B, HBE
RICR G B0l J7 3 WA T A BRCEU REA AT 3



55113

P S 45 T ) S P a7 S R N T2 RE M 55 7 20 A - 131 -

IFEET RBHE B TR B T

HiHE Wiy B e ol Ak F 2 s, 2508
BT WEESS A SR 5 AR R AR A 1Y B 15 A
AU A | L B A Y R AR R s Bk AR
A R UGBk ) — R TR > i AR (]
H5HEYEHE R FFRBR ) 2 J5 F A B XA
TR &I,

Hif% Z 5k (one pixel attack ) &3 T AR EA
) — MR ER LASE IR H AR AL (4 2l & — Rl (IR s A
X P e ms . Su 48 AR 22 4y AR 0 Sl o
ERAB UG R A A8 TR A8 i 5 REREA LA, DA
B EAR ZR e AL 0 8 1 AR R L, SR e AR
e ORI 1 728 R VR SR X HUREAS A R L o e
R AR BRENE

min loss,(x,) ,x € [0,1]"

i3 v -x |, <d

BT R E AR Z X PURE A R 23 [a] 40 5] 2
JiR, = 4Ezs [l AT — A b5 sl B R E A by, B =
SIS R T PR Z X BUREA B4 R == 1], [A) B
SAREAN AN TR RO A R RS
(], X B A (8 £ Jed Rt 1 kg of 7 5 ) R 18 R e

(6)

A2 PgF R

B BUREAS 2R BT I IR B BT A AR
SR J5 X T AR 2 0 AR A i 2 R T A AR 2 Ok A i H
i RS T3 L BT 25 R 0 e O VA SR AR R O
FHAE UG R B EABR T AR A KN,

iR 5T 2ty (UAP) 53125 308 R Wi | local
search attack 5575 12 26 B X BT Bl KX BEA R 1
FEURA S, i S (UAP) B A4 1 i % e 5
B ITEATTE A RE A 4 26 4 th 48, OF Hax 2L 4t 3
XK AT WA UAP B (i 35 2 AR 2
T8 3 A3 BT RO TR BRE AP B o i B T
XJ T+ ResNet 8RR BT IF Hax Ft gl vl DLz A6 )
HAh /%5 [ UAP Moo i 2 ZEAR ALy

P, (c(l) #c(l, +p)) =0 (7)
Hp, p() Rt 6 e (0,1] HkEhA,

BT ERAE RN B G TR R ) S X Bt
A R X URE A 5T TR A D) — A E
HOFRE A IR SE R B, SRR AR AN A AE A [
LRAS MR AE AT I AL R ) TEAN [ B 93 262600 M 3k
PR Z MAFTEE R RE ). FITH AT IERL BRI REUEAEAS
LA H PRI S8 2 AR A T4 N A d A R A
RE T BXHHUREAS | DA T 4G 1 A8 6 Moy iy itk R P2
SITE) 4T SE AL RE T, BE A% TR 12 TH A X BT A AR 1) 2%
B SCBR 1T ] 4330 AEE B 1 R 2 0B A o 14 ok Al
O HUREA BB T g

XFPUREA e RS P A k38 Ao T 58— A A B
X HUREAR e 5 — AN B R 1 A 40 28 A A R ok Al I
Ik B bRt (B, HREE H AR 932 B vk 5L
P, [z gt esE B brBods, W) D DS T BE 4 i T
P, HRIE IR, 3 1 N R RIARRL 2 [8] i X TRE A 1
ERERR

¥ 1 aEBEHE

RMSD ResNet-152 ResNet-101 ResNet-50 VGG-16 GoogLeNet
ResNet-152 22.83 0 0.13 0.18 0.19 0.11
ResNet-101 23.81 0.19 0 0.21 0.21 0.12
ResNet-50 22.86 0.23 0.2 0 0.21 0.18
VGG-16 22.51 0.22 0.17 0.17 0 0.05
GoogLeNet 22.58 0.39 0.38 0.19 0.19 0

XYUREAR G B iy i bR T WSR2 40, 7 —A
R Z XGRS RS EUR Z [ B, R 3
T LA A R T A A AT

d(x*,x>=Jz (x) —x,)°/N (8)
o, o Al SRR AR LR B iR RN, N
ST R x YRR, x, SR x 7RSS | 4 AR RAE (0 ~
255) .

FEE— 20 3 B RHT EG R AR 1 3 B 8 ) RN 2K BLEE

HYBER b, BRI A TE A R B 4 A TRl BB 22 (1]
HIERERE Ty, A B 1 T ik 1 2 G X e I8l vk v
NN B 5 Befil
1.2 XtHpEfE

XTI A5 A4 [R] B, o] fofi A 76 o 5L A 5
etk AT R AR B T O . MUY
BHAHAT 73 R P2

(1) X PR E8 A B S5 14T T B, 3 An A X S 7Y e



- 132 -

HHRHLEAR S AR

RN

ARG RS A B [0 28 5 Al A By e AT 78 | 98 U5 480, n
Papernot' ™ 41 H 11 [ 2% 25 1875

(2) fEXS BU A FEAL -, >R FH 0 ) X AR A ik
TN, TEREAS B i A B B, TR MRE A 1Y 22 16 1 ik
W, eSS B B fin 5 1 11 25, A Goodfellow $2 t 1r)
SR 5

B A 2 ARk < A R R — o B2 2 I 45 5 B e 1 Oy
i PP 25 A R AR TR AR IR AR N T
PGB | ALt T DA B — B~ B B A 114
¥, 2016 4F Papernot 55 A & F AR IR T —F

] EE AR ()

T

FEZRIR LT R 2k
DNN F

_3*__

PR SRR R RE R IR L B A R AT B AL I 25
A, e FH — S0 2 A S 5 1 B A RS 32 vl e i 17
D7 V-, A AR Y 43 2 i O T A BN B —
YL AT AU, SRR AT LABE AR X F XA A<
TR TE R PRI 38 ) M 7 R B % i 55 e DT £ 45
YA S PRI H & — 2 M X Br & R 8 g, X A AR
38 A R A AR PR B, I BRI R R R
BRSSO SR WA RSN T A8 TR NS Y
EREME, E 3 BTN,

’ HER 4341 P(X) ‘

FEZRIRIRBET I 2k
DNN P' (X)

t t

] ¢

| Ry |

] N8R ] WZhR R () \

Paxy

A3
XHLUIZRIE POl g — M Es N georik g
XN ZRAR BRI PSEAL & B R HUAEAS | 382 THASE B X o
PUREAR AR EYE . 20k XA S IERHEA S
HIG W — A HT PRI SR Tl 2, TR

DA 3 59 451 5 BEC J(0,x,y) = aJ(0,2,y) + (1 -
@) J(0,x + esign( VaJ(0,x,y)),y) ,iLEHEEmAl 4
ki A0, 3 2ok 3 5 9 dik /N B 1 Ak il
1, 7 1 i R b I A R A A 1 3 A R T
PR, I ELUINZE B bR A /N BT U1 25 s e o 22
2 BT O RS R A SR, O RE VI 28 B o A |
5 2 TR X5 SR R 1 o R A 2 7 B 475 9K 4
IR S H M2 ph B A 75— 2 B T b
e,

2 EERG= THET RS
YIIRIH R I E
FESE PRy s TR AR Bl 3 03k 5 4 42 il g AR
G TS

2.1

A~S

HPrE AT

N
’% =

A

S -mmmmmmmmmmmoo

TR | XA G ey i Ak B4 it s 50 40 U — JC i T
HABl Ak 22 s WX S B A%, 2ok — R 1) TR
BRI P S A RE FLIE SE AR S RS PR
s A BT AL BB B AN S bR 7 5 A B bR
ATt 7 A5
2.1.1 T&AENEH

HRAE AN [ (4 1oy 1 37 5%, 140 R 452 AT R 23 R AR B 4%
FRFLAE (0% A EUR  AH LG T 2R SR AE A, 26 Uil
FEY Groad B2 o UG8 H 48/N HLE €, 10 Inception—
v3:299 x 299, VGGNet; 224 x 224 , AlexNet : 224 x 224,
GoogleNet ;224 x224  ResNet ;224 x224 , [# 5& (/) ] f 7]
DI ORI R AN T B 250% , Rt R CR &R e, 1A E 25
A HHOCEEN AR TIA R . T2
JH TR JE 2 3] HEZR ( Tensorflow , Caffe , Pytorch ) H

FERHE R AR A i ik A8 v | SR SR AR FIAR 7Y v P44
SRR N UM TR S OIE I = o NI D i Y NPi = s
e 4 s BITEXHUREA AR RIPE 2D R B R4 T |l

YT A
i A D

K .
—- . -~
" ! '~

Scale(A)~T

A4 FRAEE



55113

P A6 A% T 1 S P g s AN T RE G S5 10 A - 133 -

¥ )E T H bR 28 1 HAT 248 HE i A K/ By /0 B’
( Target Image T) 1z A 2 i 47 €114 ( Source Image S)
Kol 3 45 8 BMR (Attack Tmage A) 7
2.1.2 F3¥(Patch) &

Z T R ER 3 AR AR A X i AR A NSO
ZE A AT N L A S PRI 50 T K B
25— HbR, & il — DX s 2 A S bRy, &

aa/

XF UGB BE EICEE SH —A 5 BRI R A TR
T A B S rb BV B T R AN T, R BE R L
EEN ol s I s g RN RS A
B, EIPREARRI 5 ZE LAV INRR 2 St T
ik YOLOV2'™ ek A il A, 1 ik 2 /b 4 BE Bl
PR A AR Z I AR T A B B AR AR LR AT
MELLZRSE, BV R B T AR AN SRR,

A5 patch & &

A BB SR W R A S AN R A A B R I g
JIRRLSE RIRBES | g i — 08 % patch 19 Uit fig
FIA UG LT SCHAH S AR B8 1 2 ) ML T 1B
AIPEAEAR B LT, SCHR [ 19 ] 21 T — Fh R AUk
A BT 4% (PS-GAN) 1% 42 T —FhH 4=
JRELNT patch F I AU GAN (PSGAN) . PS-GAN
I A BB I 2% 1 JR RN R | DR T A 1 08T patch
A HARBYINIL, FEAE XS ek A it A8 v A 1 bl
il PRAEAS B X BT PE AN T HA #m i Bt g
2.2 g

SR T AR AR B 2R/ 2 S XT
I T L Bl T AT 5 A 760 235 4 f i B oA AR 1)
U LU IR, T il 5 1 4 SRR AR 76 25 0] 43 A1 1Y) 22
SR AR B AR BIE T)z eEP BAT BRI T B
AR RIS T R O i 5 2 T A — 30wy
Ik,

()BT R R A7, X A (RS #1748
THIN e DA MR AR, 33 S AR By SC S P AR an o]
FE e B I GE TR bR, (6 AR AT DATE A b 43 97 E
HREA IR A Z ) 1 22 57

(2) BT FUMA — B0y g5 vk VF 2 Hofh T AE#R 2
TR B 2, BRXS iR A BA 03l A At
R =B 5 i tE AT AR, —BON IE B AEAS A — 3
Wk X HLREA

3 XtuiEAS Rz A

AN TR REHAR D 43815 5444008, DL w13 19
PEUGRT A A S50 Sal 1 7 1) 224 i B B P % 3 SR |
A= R IO R 45 3 e S A R T X PR AR
3.1 EGIE

TNZ . AR5 Tk A2 R ok ik 2
MIETE . 78 A2 gl rf, o A AL ) 12 (i FH O 8

TE 2 O AR MBS B, R SG B R s BB 2 T 2%
(CNN) , EARE SR T 15 1 £ A8 i A
S PRSRE, iy (] U A8 5 i AHORS 2400k B2 A B R SCfE L
WFFERH , CNN Bj 32 08 Bt 1 T, A 3 36 FH 490 1R
B R G 5y 2R BT  E A T 300 AU
B IfE 55 % T A 2 B s R U R e R 3 TR
ARA, ITPIAREAE FIAS R A 202 3y A R gk A A 5
B, 322 IR AT B S ) AR SR B T R E A DL T
(AN B B R T 57 B T 4 5 2% A O3 PG B 2R
) W IRBINE 55 AR S 200 T, R g8 b e
PR SRARST T JERRE IR | i A5 70 AR Y 245 SR e g PR
PCARZR Zy oM [l Y A 050 DT 3 A 2 42 3, X 4
PR R A7 1 2l i e P AT ) 2 9 T i ) 2 4l B
FRIR SR, (R R B

BEARIR I B - B — TR Y T R
I EJUASASE IR /NG 4%, B BB VR4 S0 B T TR R
M X LEREAR T, WSS GO R AT T4 HARES
e Rl , SRR HE LR A9 304 JOSH TR T i
K ELEAEIFOR Y STOP #Ar b, eI A, A58 B
F G A TF] (R B RS AR B WX AR HUREASIEAT U]
LERIERZHAB LU T, HoAs STOP B AR o 1 BRI

Prak, WE 6 iR, |
) 4
/1N

Be6 MR E

NS

£

3.2 EETE

TR U X BT B W] 43 WA B Speech—to—
Label ,Speech—to—Text'*"' . Speech—to—Label 245 i 12
Fa & XTHUREAS AT DAL B AR R e e A 53 25 R



. 134 - HENEARS R

RN

AR TEAE S BARAE ;3200 Y Tl A2 T FRR B % BT
FEATC AR IS, SR, Fhy T 285 1 b 2 2 A7 BR
(14, DX AR i o A AR KA R BRYE - Speech—to-
Text WA i H 3 X BUREAS , o] LALE 5 J50RU 2R G
A SO EAR E T H

LTS SO ST A A 7 s, Hep
x SRR B SRR T ) i 6 SR AR BRG] i AN
FOPESl . B AORT TR A sl R o 1) S A 1)
x ININ—LEHEE & , {74535 UM R SE ASR AT LUK AY

TERHREAR « + 8 BUNH B H 52 1) A « HEAH
FEASRE S 10T A by i A1 DX 30 XA
EATLARIN N f (v +06 )= to & E WX HUREA Y 2
PR T pRA € (- ) YR BE SR S AN T TR
x BRI AR, BN AR HUREAS I S 28 1k S50, Horpi
FHA AR pR B R
I(x,6,t) =Imodel(f(x +68),t) +

¢ * Imetric(x,x + 6) (9)

Hr, 1 model & iH B B RIA B 1451 % sRES

W {53

Automatic Speech Recognition Model

gredient descent

N

x "

Adversarial example

_.W_..N\,.
5

BT iEE TR LR

H T3 A T3 1% AT LATE 530 ST (] P9 A4 3 11 AR e
A R PR I SRR ORE AR | A A R A
AR [ R R A R 2 T A
3.3 WK

N T AR AR TG BE 000 25 2 1] 22 42 40Uk 1) S B PR 38
R A SRR, TR &R e tkne, EX
oS, CR R T — RIVE A A & 4 vk
TE LR R A R . AR A (IDS ) B33 B R AR A
AL BASAEBUIE A (DGA) K DN vk S 7 I o A6
B A LT XL AR ) Bk

NDSS 25 b, Kitsune 4% AR 7 &2 VB S 35 TR 37
2 20 [ T 265 A ARG T ) B ) - 5 R T R
Kitsune 575 A& I 2 G A9 100 & A i 2% > M 4% &
XF Kitsune #E17 1 & B AR5 R B, L FHLEGR % 2T 19
Kitsune A {246 I 557 A | 187 %o 28 8 %5k 0 R AR 2 o 34 9k
FGSM . JSMA , C&W . ENW %5 3¢ 3L JE 3 g 55, HiR R
R IR E] 100% , R BES P Az 1E H 9 2% i B fifi
Kitsune 15 51 b 5 & 0 &, DL K™ A 50 i i 1R AR
Kitsune R 514 1E % i &
3.4 R A

M ST M BT s, VR 2
#Biz474 android 4L, 2T android RGHEA FFk St
AR PO AL T L android 2R 4k HERE B K 1 2R
BRG, MEHXNBohm ARG ER G2 FAS
ST e A S AR Rl A A R A S Y
ROV T 1), Xu'® 42 R B ol TS B A
MR BERDRE LS RO IE B REAS | B 283 A6
MFERL . Kolosnjaji 45 76 AR 35 3% 2 LA (1 T BE Y TR]
B B X6 AR AR R T BB e, B
BRI R4

4 HRIF

T e tE AR B 53R | [ SR = b3
[ 245 27 4 S AT A T B 1 R SR A9 R
T AL RS2 5 8 A T8 bl AR 52 B A o i
B, AT (R T R R 22 4 WTEE TR R
TR A, B3 K R FEE BRI, 0 3 2 I AL S — A T
P, SCrh e P9 AN RE 22 A BT BRI BT 1 3
BlE B S NS B A T TR Rl e A R ik
e BCEDT Sy BN Al R A AR R
i SRR B AT 4 e B
MBI B3 4 R HEAT T 40, I % 5 b
Gt S A BT HREAS 77 A T 3 R 92 BR 3 5 R X
POREA ORI EAT T IR M55, T, S5 A T30
T e LN IETE SOPOE R ZNUE 3 W & 82
MHEAT T 18,

SE 3k

[1] RIGAKI M. Adversarial deep learning against intrusion de-
tection classifiers [ D |. Luled University of Technology,
2017.

[2] SZEGEDY C. Intriguing properties of neural networks[ C]//
26th IEEE conference on computer vision and pattern recog-
nition. Portland, Oregon, USA . IEEE,2013.

[3] KURAKIN A, GOODFELLOW I, BENGIO S. Adversarial
examples in the physical world[ C ]//International confer-
ence on learning representation. Palais des Congreés Neptune ,
Toulon: [ s.n. ],2017.

(4] GOODFELLOW I,SHLENS J,SZEGEDY J. Explaining and
harnessing adversarial examples [ C]//International confer-

ence on learning reprsentaion. San Diego: [ s. n. ],2015.



511 3

P S 45 T ) S P a7 S R N T2 RE M 55 7 20 A

- 135 -

(5]

(6]

[7]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

MAHENDRAN A, VEDALDI A. Visualizing deep convolu-
tional neural networks using natural pre—images[ J]. Interna-
tional Journal of computer Vision,2016,120:233-255.
PIERAZZI F,PENDLEBURY F,CORTELLAZZI J. Intrigu-
ing properties of adversarial ML attacks in the problem space
[C]//IEEE symposium on security & privacy. Oakland:
IEEE,2020.

KURAKIN A,GOODFELLOW I,BEGIO S. Adversarial ex-
amples in the physical world [ C ]//IEEE conference on
computer vision and pattern recognition. Honolulu, HI, USA .
IEEE,2017.

CARLINI N, WAGNER D. Towards evaluating the robust-
ness of neural networks[ C]//2017 IEEE symposium on se-
curity and privacy (SP). San Jose,USA:IEEE,2017.
DEZFOOLI S M, FAWZI A,FAAWZI O, et al. Universal
adversarial perturbations| C |//Proceedings of IEEE confer-
ence on computer vision and pattern recognition ( CVPR).
Honolulu,HI, USA . IEEE,2017.

LIU Yanpei, CHEN Xinyun. Delving into transferable adver-
sarial examples and black —box attacks [ C ]//International
conference on learning representations. Palais des Congres
Neptune, Toulon: [ s. n. |,2017.

YUAN X, HE P,ZHU Q. Adversarial examples attacks and
defenses for deep learning[ J]. IEEE Transactions on Neural
Networks and Learning Systems,2019,30(9) :2805-2824.
PAPERNOT N,MCDANIEL P, WU Xi,et al. Distillation as
a defense to adversarial perturbations against deep neural
networks[ C]//2016 IEEE symposium on security and pri-
vacy (SP). San Jose,USAIEEE,2016:582-597.

MADRY A, MAKELOV A, SCHMIDT L, et al. Towards
deep learning models resistant to adversarial attacks[ C]//
IEEE conference on computer vision and pattern recogni-
tion. Honolulu, HI, USA . IEEE ,2017.

HE W, WEI J, CHEN X, et al. Adversarial example defen-
ses: ensembles of weak defenses are not strong [ C]//Pro-
ceedings of the 11th USENIX conference on offensive tech-
nologies. Vancouver,BC, Canada; USENIX,2017.

CARLINI N, WAGNER D. Adversarial examples are not eas-

[16]

[17]

[19]

[20]

[21]

[22]

[23]

[24]

ily detected; bypassing ten detection methods [ C ]//Pro-
ceedings of the 10th ACM workshop on artificial intelligence
and security. Texas, USA:ACM,2017.

XIE C,WANG J,ZHANG Z. et al. Adversarial examples for
semantic segmentation and object detection| C]//IEEE in-
ternational conference on computer vision. Venice, Italy:
IEEE,2017.

QUIRING E,KLEIN D, ARP D, et al. Adversarial prepro-
cessing ; understanding and preventing image-scaling attacks
in machine learning [ C]//29th USENIX security symposi-
um. Boston, USA ; USENIX,2020.

BROWN T B, MANE D,ROY A, et al. Adversarial patch
[C]//31th conference on neural information processing sys-
tems. Long Beach,CA,USA:[s.n. ],2017.

LIU A S,LIU X L,FAN J X, et al. Perceptual - sensitive
GAN for generating adversarial patches [ C ]//Association
for the advance of artificial intelligence. Honolulu, Hawaii,
USA:[s.n. ],2019.

FEINMAN R, CURTIN R R, SHINTRE S, et al. Detecting
adversarial samples from artifacts [ C ]//34th international
conference on machine learning. Sydney, Australia; [ s. n. ],
2017.

SAHU S K,KUMAR P,SINGH A P. Dynamic routing using
inter capsule routing protocol between capsules [ C ]//20th
international conference on computer modelling and simula-
tion. Sydney , Australia: [ s. n. ],2018.

MIRSKY Y,DOITSHMAN T,ELOVICI Y, et al. Kitsune : an
ensemble of autoencoders for online network intrusion detec-
tion[ C]//12th international conference on network and sys-
tem security. Hong Kong, China:[s. n. ],2018.

XU W, QI Y,EVANS D. Automatically evading classifiers
[ C]//Proceedings of the network and distributed security
systems symposium. San Diego,USA:[s. n. |,2016.
KOLOSNIJAI B,DEMONTIS A,BIGGIO B, et al. Adversari-
al malware binaries: Evading deep learning for malware de-
tection in executables[ C]//26th European signal processing

conference. Roma,Italy: [ s. n. ],2018.



	封面
	页 1
	页 2

	封面
	页 1
	页 2


