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Abstract: In the RFID system,the owner of the electronic tag often changes during its service life. In order to ensure the security of the
privacy information stored in the electronic tag by each owner before and after the change of the owner,a backward security algorithm is
designed. In this algorithm, XOR cross operation based on bit operation is used to encrypt the transmission information. In the specific
implementation process of XOR cross operation, different rules of operation will be carried out according to the Hamming weight of
encrypted information, so as to enhance the security of the algorithm. The XOR cross operation is implemented by bit operation, which
can greatly reduce the overall calculation amount of the algorithm which can reach the ultra-lightweight level. The theoretical analysis of
the security and performance of the proposed algorithm and other different types of ownership transfer algorithm can show that the

proposed algorithm has the requirements of promotion. At the same time, the simulation under the same environment shows that the

proposed algorithm has better security performance under the condition of reducing the computing time cost.
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