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Abstract; With the rapid development of social informatization ,the command information system has gradually become the core element
of military operations. Meanwhile,the data security problems have also increased. The traditional centralized data protection method is
prone to problems such as single point failure and data tampering , which cannot guarantee the data security of current system. In order to
solve these problems,a command information system data protection method based on consortium blockchain is proposed, which utilizes
the decentralized ,immutable , auditable and programmable characteristics of blockchain. The node function of the command information
system is analyzed, while system nodes are classified into different channels according to their data access permissions. Data protection
smart contracts based on hybrid encryption are designed and implemented , which can be used to realize the characteristics of distributed
storage , tamper—proof and verifiable integrity. The raw data can be shared within authorized nodes and disclosed to unauthorized nodes.
The test shows that the proposed method can achieve fine—grained data protection with low system response delay and relatively small
memory overhead of node containers, which illustrates that this system is able to run on the platform with limited hardware performance.
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