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Abstract; In view of the problems of the current file hierarchy attribute based searchable encryption scheme which does not support LSSS

access structure and has long keyword ciphertext,a multi keyword searchable scheme supporting LSSS access structure and file hierarchy
in cloud environment is proposed. Firstly, the secret value of the lower layer is directly embedded into the upper layer ciphertext by

0

means of secret sharing, which not only shortens the length of the ciphertext, but also improves the encryption and decryption efficiency of

51 &5
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the hierarchical encrypted files. Secondly,by constructing index vector of multi—-keywords, it solves the problem that the ciphertext length
of keywords in multi-keyword searchable scheme increases linearly with the number of keywords, realizes the fixed ciphertext length of
keywords, and keyword search first and then decryption is adopted to further improve the efficiency of keyword search. Finally, by
transferring part of the decryption work to the cloud,the computing burden of users is reduced. Based on the assumption of q—parallel
fectiveness of the scheme.

BDHE, it is proved that this scheme can resist chosen plaintext attacks (CPA). Theoretical analysis and experimental results show the ef-
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