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Abstract: In recent years,with the rapid development of the Internet industry , Android system has become the operating system with the
largest market share in the world due to its open source characteristics. However, due to its open source characteristics, the Android
application malicious attack is simple,coupled with the current Android application protection technology is not mature, so the malicious
attack against Android application software is more and more. Manufacturers respond to malicious software attacks in a simple way. Gen-
erally , security reinforcement and obfuscation are performed at the source code level to prevent malicious attacks. However,due to the ex-
cessive intermediate code products of Android, attackers can tamper with the decompiled product smali code at will and implant malicious
codes into the APP, which seriously undermines the security of Android. In order to solve this problem, we summarize a set of
obfuscation methods that can prevent smali code tampering, encrypt and obfuscate the value of the register storage string type, and
combine it with opacity. The predicate technology obfuscates its control flow,and also adds new custom logic to obfuscate the logic flow
of the APP,so that the attacker will have an exception during decompilation and cannot obtain the correct code logic. The effectiveness of
smali obfuscation method is analyzed from three aspects of strength,cost and flexibility. Experiment shows that the proposed method can
resist the reverse analysis of decompilation.
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