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Network Intrusion Detection Based on Parallel Association

Mining of MapReduce
XU Sheng-chao' ,SONG Juan® ,PAN Huan’

(1. School of Date Science, Huashang College , Guangdong University of Finance & Economics,
Guangzhou 511300, China;

2. Ningxia Key Lab of Intelligent Sensing for Desert Information, Ningxia University, Yinchuan 750021, China)

Abstract: With the emergence of massive big data,the association data mining algorithm needs a new computing mode to improve the

calculation speed and operation efficiency. We propose a network intrusion detection based on MapReduce parallel association mining

called Cloud-Apriori. Apriori is a data mining algorithm for association rules based on frequent item sets, and Cloud—Apriori is a new al-

gorithm after the parallelization of MapReduce cloud computing. Cloud — Apriori uses open source Hadoop distributed computing
framework and uses Hadoop distributed file system to store massive data. Combined with the mapping and protocol operation of
MapReduce, the data flow and tasks of association mining can be formed into a directed acyclic graph, which is convenient for
professional and technical personnel to carry out the programming of distributed computing in the way of map—protocol. The design and
implementation of the data mining model based on Cloud-Apriori is described and discussed. A serial of experiments are also done using
Kddcup datasets and the intrusion detection processing of big data. Experiment shows that the overall detection effect and executing times
of Cloud—-Apriori are significantly better than the existing intrusion detection algorithms.
Key words: cloud computing ; network intrusion detection ;association data mining ; MapReduce ; parallelization
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