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Research on Replay Attack Detection Based on Channel Information
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Abstract : Biometrics has broad research prospects. As an important component of biometrics, speaker recognition involves many aspects
of people’s daily lives. With the popularity of high - fidelity recording and playback equipment, the security of speaker recognition
systems is facing serious challenges from playback attacks. As the playback attack voice has the same voiceprint as the real voice, it is
difficult for conventional speaker recognition to effectively identify the authenticity of the voice. In addition, the noise in life will interfere
with the recognition of the system to a certain extent, which also puts forward requirements for the robustness of the system. Therefore,
we propose a detection method for recording and playback attacks based on channel information, extracting Legendre coefficients and their
statistical features as the main criterion, using speech fundamental frequency features and MFCC features as auxiliary features,and using a
support vector machine — based decision fusion algorithm judges by giving different weights to the features. Experiment shows that
compared with other existing methods, the combination of multiple features can effectively detect playback speech attacks while improving
the robustness of the system. The recognition rate in a noisy environment is increased by an average of 1.5% .
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