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Abstract; In order to improve the security performance of the encryption algorithm,we propose a simultaneous scrambling and diffusion
encryption scheme that is plaintext related and channel associated. The scrambling diffusion matrix in the algorithm is related to plaintext
image and external key. Since the high correlation between adjacent pixels in plaintext image,image encryption schemes generally use
scrambling to permutate the image,and then diffusion operation can change the pixel value,which is the classical permutation-diffusion
structure proposed by Fridrich. However, with the progress of image cracking technology, the separate attack technology has a great
impact on this classic encryption scheme. We adopt the scheme of simultaneous permutation and diffusion to improve the security of en-
cryption algorithm. First of all, we use the third—order Hopfield neural network to generate the key stream to permutate and diffuse simul-
taneously for the three channels of the color image, and then carry out the secondary diffusion operation on the three matrices, which
makes the encryption algorithm more secure. Compared with the existing image encryption schemes, the proposed algorithm can avoid the
impact of separate attacks on the encryption security and improve the security of the algorithm. Experimental results and security analyses
verify that the proposed scheme can achieve ideal encryption result and resist various attacks.
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