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Research and Parallelization of Isolation Forest Algorithm
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Abstract : Anomaly detection is one of the hot research topics in data mining in recent years. Isolation Forest algorithm is an efficient un-
supervised anomaly detection algorithm that can handle high — dimensional large —scale data well. When Isolation Forest algorithm
calculates the outliers of test samples, it calculates the average path length of test samples in Isolation Forest,ignoring the difference in the
ability to detect abnormalities between isolation trees and the large amount of memory and time needed to construct a larger number of i-
solation trees under large-scale data. For these two deficiencies, an improved parallelized Isolation Forest algorithm is proposed. The
standard deviation of the path length of each isolation tree is used to weight the outliers,and the parallelization is implemented based on
the Spark platform. The comparison experiments on public datasets and parallel performance comparison experiments with multiple

parameter configurations show that the proposed algorithm can improve the accuracy of anomaly detection with excellent parallel
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performance, and can effectively deal with large—scale data sets that need to build a large number of isolation trees.
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