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Abstract; With the increasing scale of the network and the emergence of network security events, traditional network intrusion detection
methods can no longer meet the current development trend of the network. In order to solve the problems of high false alarm rate,low de-
tection rate and low detection efficiency in traditional network intrusion detection methods, we propose an intrusion detection model based
on Markov decision process. In the intrusion detection system,the Markov decision process is established according to the basic elements
of Markov,the fuzzy analytic hierarchy process is used to set the credit for the user, thus completing the user credit system and database,
and the optimal strategy of Markov decision process is obtained through the detection engine learning. The strategy iteration method is
used in the optimal strategy solution. The core idea is to evaluate the state value function V given the current strategy function. The
greedy algorithm is used to improve the strategy function for the state value function, so that the future return is maximized and the
optimal value function is output. Finally,in order to verify the effectiveness of the proposed method,the MDP-IDS model is compared
with the support vector machine model. The experiment shows that the MDP-IDS model can improve the intrusion detection rate and de-
tection efficiency ,and reduce the system false alarm rate.
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