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Abstract ; With the accelerated integration and innovation of SDN to a wider field,a higher level and a deeper degree, the urgent need of
industry —university — research —application for collaboration to achieve innovation-driven development puts forward a new subject for
simulation technology and teaching application of SDN. Through the tracking survey and subject cluster analysis of SDN simulation tech-
nology and teaching application literature collected by CNKI from 2010 to 2020, it is found that the current simulation technology based
on Mininet platform is the mainstream technology path, upgrading from networking to security becomes a new demand, and extending
from IPv4 to IPv6 becomes a new direction. On this basis, we propose IPv6 security simulation technology of SDN based on " Python+
Mininet" and gives the simulation technology architecture, simulation process and key technologies such as data source development,
network behavior management and data measurement interface. The IPv6 NDP attack ,defense and visual analysis is realized in detail in
SDN environment, and a new technical way for the construction of colleges and universities is provided to actively deploy the teaching
reform for the future cyberspace security.
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from mininet. topo import Topo
class MyTopo( Topo) :

def __init__(self) .

# initialize topology

Topo. __init__(self)

# add switches and hosts

sl =self. addSwitch( s1”)

s2 =self. addSwitch( s2")

hl =self. addHost( “h1”,mac="00:00:00.:0000.01" )
h2 =self. addHost( 'h2”, mac="00:00.00:00:00.02" )
h3 =self. addHost( 'h3”, mac ="00:00:00:00:00.03" )
# add links
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hl
inet6 add fc00; :1/64 MAC: 00:00:00:00:00.01
o h2 ifconfig h2—ethO IPv6; £c00: :2/64
inet6 add fc00; :2/64 MAC: 00:00:00:00.00.02
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a=IPv6(src="1c00;:1" ,dst="1c00;:2")
b=ICMPv6ND_NS(tgt="1c00::2")

¢=ICMPv6NDOptSrcLLAdd
r(1laddr="00:00:00:00.00:03")

d=ICMPv6NDOptMTU( )

send(a/b/c/d,inter=1,loop=1)
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33 iy 2 “h2 ip neighbor add fc00;:1 Iladdr 00
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Ho. Tine Source  Destination Protocol Length Info
21 8.052424279 fco@::2 fcO@::1 ICMPV6 78 Neighbor Advertisement fce@::2 (sol)
22 9.007452166 fcoo fcoo: :1 ICMPV6 118 Echo (ping) reply id=0x1230, seqg=1, hop limit=64
23 9.,055800854 |TCUo Tcwo: 2 LCMPVO 94 neighbor Solicitation TOr TCWY::i2Z Trom UY:vY:ivY:vY:vo:vs
24 9.055902326 |fcaa 1 ICMPVG 78 Neighbor Advertisement fcee::2 (sol)
25 10.026092847 fcl OELT ICMPVE 118 Echo (ping) reply id=6x1230, seq=2, hop limit=64
26 10.061553908 fcoo:: 2 ICMPV6 94 Neighbor Solicitation for fcee::2 from 00:00:00:00t00:03
27 10.061594691 fcoo: : 1 TCMPV6 78 Neighbor Advertisement fce@::2 (sol)
28 11.051145881 |-Fcaa.. 1 ICMPVG 118 Echo (ping) reply id=exi123e, seq=3,, hop limit=64 I
29 11.072898818 fcoo: : 112 ICMPV6 94 Neighbor Solicitation for fc@@::2 ffom 00:00:00:00f00:03
Frame 23: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface ©
v Ethernet II, src: 9:00_00:00:093 (00:00:00:00:00:03), Dst: 00:00:00_00:00:02 (00} 00:00:00:00:02|
=) T —— Y
2 = HriMATHEL
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0110 .... = version: © EISziEeE sSuEeblR
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............ 2000 0000 0000 ©0EO 0000 = Flowlabel: OXEPEOEOEO
payload length: 4@ BYNE R
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<— BuIPveitiht
[Source GeoIP: Unknown ]
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Ho. Tine Source Destination Protocol Length Info
12 4.156575009 eply in 13)]
13 4.156588462 ICMPVG 1d-0x1216 seq-1 0] uest 12))|
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