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Forward Secure Aggregated Signature Scheme Based on
Chinese Remainder Theorem

WEI Xing—jia, LU Dian—jun”
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Abstract; With the development of information technology ,information security research has become an outstanding problem that needs
to be solved urgently at home and abroad. As one of the key technologies in the field of information security , digital signature technology
can effectively solve the harm caused to users due to key leakage and adversary attacks. Using the Chinese residual theorem,combined
with bilinear pairing technology ,based on the elliptic curve cyclic group,we propose an aggregate signature scheme with forward security
properties. The scheme has the following characteristics: Firstly, using the strong RSA assumption to achieve forward security of the
signature information,even if the adversary obtains the signature information of the j time period, he cannot get any information about the
previous signature; secondly,the implementation of the trusted center and the signature user two—way verification can effectively identify
the forgers in the scheme and improve the safety of the scheme ; thirdly ,under the random oracle model, it is proved that the scheme is re-
sistant to existence forgery; fourthly, the realization of the scheme is based on the elliptic curve cyclic group, effectively reducing the
amount of signature calculation and storage space.
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