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Abstract : The high density and large—scale end system interconnection generated by the in—depth promotion of " Internet Plus" has posed
new challenges to the security of IPv6 address management. Under the background of the integrated development of industry and
education, focusing on the teaching reform driven by IPv6 network security experiment technology innovation, the IPv6 address
management protocol architecture and address management mechanism are analyzed, a new technology of IPv6 address management
security experiment based on " Python +simulation platform" is proposed, and the overall architecture and key technologies including
interactive interface, process control, attack mode, data source generation in Python development layer, experiment operation layer,
measurement and analysis layer are further discussed in detail. On this basis, the " Python+simulation platform" is applied to complete the
security experiment of IPv6 stateless address auto configuration management, such as link local duplicate address detection attack and

"

address prefix spoofing. The experimental teaching example shows that " Python + simulation platform" has the characteristic of
integrating development with simulation platform tool, which provides a technical way for the comprehensive experimental teaching
reform facing the construction of first—class undergraduate courses.
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