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Research on OpenStack Keystone Authentication Mechanism

YIN Yu-heng
(North China Institute of Computing Technology, Beijing 100089 , China)

Abstract . With the wide application of cloud computing technology in politics,economy , scientific research and other fields, the security
requirements of cloud computing platform are also higher and higher. OpenStack is a large—scale open—source cloud computing platform,
which is widely used in the construction of private cloud and public cloud platforms. Its identity authentication mechanism is provided by
keystone component based on user name and password, and it is transmitted in clear text during the transmission process, which is
vulnerable to man in the middle attack,resulting in information theft, so it cannot be applied to scenarios with high security requirements.
In order to improve the security of keystone authentication mechanism,two authentication mechanisms of keystone are analyzed in detail ,
and the security problems such as plaintext transmission and replay attack are pointed out. In this scheme, the transmission data is
encrypted by asymmetric encryption,and the time stamp verification mechanism is added , which effectively reduces the risk of data eaves-
dropping and tampering in the transmission process. The experiment shows that the proposed scheme is effective. After analysis, the
scheme reduces the risk of keystone plaintext data transmission and enhances the security of keystone data transmission.
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