HTENMRARSARE

COMPUTER TECHNOLOGY AND DEVELOPMENT Jan. 2021

Vol.31 No. 1

—METHERERARNESNREGRNTTE

T B.%

#h

(RAAREKRF HEIAFERRFIR,H KX 430065)

B B DGR AT RN S o T GE R K GRS OT R R e o PR A R vp 2™ AR R AR o ARG B2

K PR T
AT IEE R

AT ARTERE . TR, e
RAEREA, B, SCheR AT — a8 RIEHARE
/55“ ORI B PE SCOFRFAE S A% Sy — A, SRS Hh BT A~

AT A 2 B S AT T B — BB AR,
A B EE S TR B2 1R T — 00 35 R AR 2 Ty
T ARFR T T R N R e n i

LA 22 2 SRR AR FFE AR b EATI0E , SEBe R S e AR R DN ) PE SCHR AR RRAE HEAT XU 19 GBS AL 28, A ) T

[R5 5 B K B At 7 v, HofE i M\ 81.4% 4
ARSI

SRR XFA AL A 5 TR 2 N 2% 5 2% A s Kl
fhE 425 . TP309; TP181 SCHRARIRAD : A
doi:10.3969/]. issn. 1673-629X.2021.01. 024

PETHEN 92.82% , SR A RAL M XU RHAE B 75 U5 BE A A AU ST T

TEHE.1673-629X(2021)01-0131-06

A Method for Detecting Malicious Code Based on
Feature Encoding Technology

DING Ying,LI Lin
(School of Computer Science and Technology, Wuhan University of Science and Technology , Wuhan 430065 , China )

Abstract ;: In the detection and classification of malicious codes, the traditional gray—scale coding method will produce feature splitting and

accuracy loss in the process of converting features into images, which will seriously affect the detection performance of malicious codes.

At the same time, the traditional malicious code detection and classification dataset only uses a single malicious sample and does not take

into account benign samples. Therefore,we adopt a dataset including benign samples and malicious samples and propose a double byte

feature encoding method. Firstly,the features of PE file to be detected are encoded as binary numbers, the first two bytes are taken from a

single feature,then all bytes are transformed into images, and finally the features are extracted by convolutional neural network and

verified on the test set. Experiments show that the PE file to be detected is double byte encoded, the accuracy rate is improved from

81.4% to 92.82% compared to the gray encoding method under the same conditions. The experimental results prove that the double—

byte feature encoding method can be effectively applied to malicious code detection.
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