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Abstract: The development of cloud storage technology enables users to enjoy more powerful cloud storage services. At the same time,
users want to preserve the security of stored data as much as possible. Searchable encryption is an important technical means to guarantee
user data security and privacy in cloud computing scenarios. In addition to providing sufficient security , the searchable encryption scheme
for cloud storage should also have better query performance and the ability to dynamically update indexes. The existing research work is
usually based on the idea of reverse indexing to optimize query performance and realize the update of index ciphertext structure. We
propose a novel aggregated —index — based searchable encryption scheme, which realizes the fast positioning from keywords to file
addresses, by dedicated aggregated indexing table. The experiment shows that the proposed solution has obvious advantages over the
classical reverse index scheme in query efficiency. At the same time, it also provides better dynamic index update ability and security
strength.
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