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Moving Target Defense Mechanism Based on OpenFlow
Switch Port Obfuscation

ZHANG Zhao-jun,HAN Li
(School of Computer Science and Engineering, Tianjin University of Technology , Tianjin 300384 , China)

Abstract; Illegal access to data plane nodes in software defined network can lead to Denial of Service attack or Man—in—the—Middle
attack which causes theft and tampering. In order to prevent the OpenFlow unauthorized switch from accessing the network and causing
harm to network services,we propose a moving target defense mechanism, which uses the header information of packets in the network to
dynamically obfuscate ports of OpenFlow switch. The switch dynamically obfuscates port number based on times flow rules are delivered
by controller, and uses the information such as the port and IP address in the currently processed packet header as the seed information for
the next round of port obfuscation based on the port lifetime to ensure sufficient randomness of obfuscated port number and improve
network dynamics. We also propose to implement port obfuscation synchronization between the controller and the switch by using the
communication message flow_mod message, which not only ensures the consistency of the data forwarding ports of both parties, but also
saves the cost of synchronization. Simulation results show that unauthorized switch cannot correctly parse flow entries with obfuscated
port number, which can effectively prevent unauthorized switch from launching network attacks.
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