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Application of MPLS VPN in Enterprise Network
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Abstract ; For large cross—metropolitan companies distributed in different cities, it is urgent to build private networks within the company
based on the Internet. VPN technology is to establish a private network on the public network and carry out encrypted communication.
This network technology has the functions of data sharing and data transmission. Its advantages are security, stability , convenience and
expansibility ,and it also can improve the network management level of enterprises or companies, which has been widely used in enterprise
networks. However,the VPN network built on the Internet still faces many threats in terms of traffic, stability and security. MPLS, as the
product of the integration of IP technology and ATM technology , better realizes routing and data exchange functions. It includes the char-
acteristics of Layer 2 Layer Label Switching and Layer 3 Routing. By combining Layer 2 Data Link Protocol and Layer 3 Routing and
Forwarding Technology, it effectively solves the problem of data packet forwarding under current network conditions. We mainly discuss
the use of MPLS VPN in enterprise core network to achieve the isolation and encryption between different business departments to ensure
the security of business data transmission.
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ipv4 —family unicast
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peer 5.5.5.5 enable
#
ipv4—family vpnv4
policy vpn-—target
peer 5.5.5.5 enable
#
ipv4—family vpn-instance zhouchengl
peer 10.1.13.1 as—number 100
#
ipv4—family vpn-instance zhoucheng2
peer 10. 1.23.2 as—number 200
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The device is running!

<rl>ping -a 172.16.1.1 172.16.3.1
PING 172.16.3.1: 56 data bytes, press CTRL C to break
Reply from 172.16.3.1: bytes=56 Sequence=1 ttl=252 time=50
Reply from 172.16.3.1: bytes=56 Sequence=2 tt1=252 time=40
Reply from 172.16.3.1: bytes=56 Sequence=3 ttl=252 time=40
Reply from 172.16.3.1: bytes=56 Sequence=4 ttl=252 time=40
Reply from 172.16.3.1: bytes=56 Sequence=5 tt1=252 time=40

---172.16.3.1 ping statistics---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 40/42/50 ms

K2 %3553 Z ping Tl

<rl>ping 172.16.2.1
PING 172.16.2.1: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out
Request time out

---172.16.2.1 ping statistics---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

B3 e mlas

<rl>ping 10.0.13.1
PING 10.0.13.1: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out
Request time out

---10.0.13.1 ping statistics---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss
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FAA R E AR AR
bgp 100

peer 10. 1. 13.3 as—number 500
#

ipv4 —family unicast
undo synchronization
network 172.16. 1.1 255.255.255.255
peer 10. 1. 13.3 enable

bgp 200
peer 10. 1.23.3 as—number 500

ipv4—family unicast
undo synchronization
network 172.16.2.1 255.255.255.255
peer 10.1.23.3 enable
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