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Abstract : In the unstoppable trend of data sharing,the main sharing method at the present stage is cloud—based data sharing, which is the
sharing of data generated by storing all the data in the cloud for data transaction. However, this way of data sharing maybe reduce the

security and privacy of shared data,such as data tampering , counterfeiting and so on. The decentralization of the blockchain and the non—

tampering of data on the block allow transactions between two parties to be recorded securely without the need for a trusted third party

Applying blockchain approach in data sharing, we design a decentralized and trusted data sharing smart contract, build a shared data

storage block structure,and propose a solution to realize data sharing by storing the information of shared data credibly on the blockchain
This solution is simulated and tested on the Ethereum platform. It is showed that the data sharing approach based on blockchain achieves
the goal of decentralization, which enhances the credibility, security and privacy of shared data to a certain extent
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bytes name;

bytes hash;
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contract DataSharing {
function store ( bytes32 name, bytes hash, uint256 timestamp,
bytes dsign) public returns (bytes) |
if(msg. sender! =owner)
throw ;
address owner =msg. sender;
bytes32 message = prefixed ( keccak256 (name, hash, tim-
estamp) ) ;
address recovered =recoverSigner( message, dsign) ;
require ( recovered = =msg. sender) ;
Datas. push(Data( {
name; name,
hash:hash,
timestamp ; timestamp ,
owner : owner,
dsign ; dsign
£));
Dsign( name , hash, timestamp ,owner, dsign) ;

return dsign;

root@wendy-Inspiron-3437: /home /wendy/DataSharing/app# node store.js
0x3625720d379e634f acf fob31a6coe1dabe3f4f882b49adas403e80f159b1cc14
{

‘Defc0eb839374e72938c7c68de439a01f5f1b',
865:

374e72938c7¢68ded39a01F5F1b',
967d89b8cB658aBeBcbBc694e1f16d674eb69aa1529das’ ,
84660214,
3862cfBOFacE488569c14a243f182B0981 ",
b4177ca9c3540e01ecd36f 2da2f5a2009f 3142 f9e5b9736c433dde3d0aefch621d744cdbs

A4 HIEABOB FIREER

3.3 HZHHE 15 R HAR 55 B B

BHES & — A IS BE U 7] 37 K A1 55 B
B Z B BORARS RPR 2r . — R R AR $ B H b
Bl BT A X B AR 18 SCAY R P 2 AR 9 3L = Bl 1 32
U B O A 4R 2 il LR BB B E
Bl , 72 T X Pk i B =P B SR IR Y
BT ZAHR ;5 — 03 S X X ek & 106 0408 15 9] 3

KA S5 o AEVT IR R Btk BT 2 15 Je 24 e A
F By, BI7E AuthoList i & J& 5 # B2 AL, 452
B, W) 1] X B v i (0 A 7 e = 4R 45 2, o
S8 BRI I BE S A T2 DT 1) 38 A9 A BH 38 S A X
PR AT N R I A, U5 ) AR B X A O
5B T E O R FAGH X N2 1 76 8 B B e A 1 itk
Trfag , AN, B HaEAT HAL A 4 39 s A 5
HEINATT HEAT AN, HARSC R fE & A — 1
query TR BREL, IZ 1745 WA 5 s
function query ( address owner ) public returns ( bytes32,
bytes32 ,uint256 ,address , bytes) |
bool autho = AuthoList[ msg. sender ] ;
if (autho = =true) {
uint len=Datas. length;
for(uint i=0;i<len;i++) |
bytes memory sig=Datas|i]. dsign;
if (isEqual( sig,dsign) ) |
return ( Datas[ i]. name,recover( Datas[i]. hash) ,Datas[i].

timestamp, Datas[ i]. owner, Datas[i]. dsign) ;

)
f

§
| else {
addAuthorize ( msg. sender) ;

|
f
|
f
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;Eﬁ@:izgﬁl?spirarr343?:;home/wendy;oatasharing/app# node query. s

'0': '0xaf28969b756812a3f5¢3f34dd970efcOeb839374e72938cTc68de439a0175F1b",
"1': 'ex7c51e230f4f5f3abc03d89e1c260a4edc3c2a692e1f16d674eb69ac2a1529das5c2739f

[41de2c5afcd69967a1fc8933eb7102db2528a13¢23760Ff410e12205fc1a’,

'2': '1561084060214",

'3': '0x3325763862cf80FacE488569c14a243f 18280981 ',

'4': '@x6b2b4177ca9c3540e81ec436f8b521278802da2f5a20093142f f9e5b9736c4334de34
0aefch621d744c4b522de2250ac71944bd376d1e3208d5eca5141196f21b" }
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