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Abstract; In the context of rapid development in the field of information security , SSL VPN is widely used as the mainstream security and
control system. With the development of 1 000Mbps and 10Gbps network, users have higher requirements on the speed of network
access,and the traditional software implementation of SSL. VPN has been unable to meet the needs of high—speed network development.
Based on the deep research of SSL protocol,a SSL protocol chip design model is presented based on SSL ASIP and TCP hard core. The
policy search mapping method of TCAM+SRAM is adopted to effectively reduce system overhead and improve the SSL processing
speed. According to the characteristics of VPN communication stream, the access control is tightly coupled with VPN tunnel and
transmission mechanism to enhance network security. The design of high speed SSL chip can response to different network environments
by simply changing the configuration parameters of system,so it can work at virtual mode and agency mode which satisfy the need of di-
versity and rapid network deployment.
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