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A Novel Image Encryption Performance Evaluation Based on
Discrete Cosine Transform

LI Shan-shan,ZHOU Yi-tong,ZHANG Hong-li, SUN Wei-yang
( School of Information Engineering,Chang’ an University,Xi’ an 710064 , China)

Abstract : Traditional image encryption performance evaluation methods, such as fixed point ratio and image similarity , have limitations
and inaccuracy. A novel image encryption performance evaluation has been presented. The discrete cosine transform (DCT) is used to
transform the image from time domain to frequency domain,and the energy distribution of the image is analyzed to evaluate the image en-
cryption effect. The DCT coefficient difference between plain—text and cipher —text image is calculated to construct the difference
coefficient matrix. Then the information entropy is employed to measure the encryption performance. The same image is encrypted by
different image encryption methods,and the novel method is used for encryption evaluation. The effectiveness of the novel method is
verified by comparing the accuracy of the new method with that of the traditional method. The proposed encryption evaluation method

improves the limitation of the traditional encryption evaluation method and the accuracy of the evaluation,and the evaluation results are

Vol.30 No.5
May 2020

basically consistent with the observation effect of human eyes.
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