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Abstract: A large number of irregular domain names are often used in cyber attacks such as phishing websites and remote control
Trojans. Faced with a large number of domain names, the accuracy of existing irregular domain name detection methods needs to be im-
proved. Based on the research on the characteristics of network attacks using irregular domain names, and the existing irregular domain
name detection methods, we propose a domain name camouflage feature,a domain name separation feature — the maximum number of
units for domain labels separated by digitals,and two DNS querying features — the number of IP addresses returned by a single DNS query
and the average Jaccard distance of sets of IP addresses returned by multiple DNS queries for a domain name during a period. The pro-
nunciation feature — the proportion of vowel letters in a domain name is improved. In addition, an irregular domain name detection
method based on text features and DNS querying features is then proposed, which selects the newly defined features,as well as some other
basic features, pronunciation features and separation features of domain names, and distinguishes between regular domain names and
irregular domain names based on machine learning method. The experiment shows that the proposed method is more accurate than some
existing methods,and can be used to detect malicious network attacks with irregular domain names.
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