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Research and Application of Terminal Security Management
System in CMA Network

ZHONG Lei,ZHANG Bin-wu,HE Heng—hong

(National Meteorological Information Center,Beijing 100081 ,China)

Abstract: Terminal security management system, which is an important part of the information security protection system of China Mete-
orological Administration, provides basic security guarantee for all kinds of terminals of business system and office network. However , the
terminal security management system has not formed an effective research and experience accumulation in the meteorological service envi-
ronment. With the increasing security risks faced by the national meteorological service system, it is urgent to explore the deployment of

terminal security protection system in the meteorological service system to ensure the security of meteorological data. The terminal data
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security of meteorological service system is taken as the starting point. According to the requirements of the information network
Key words: terminal security ; meteorological system ; multi—level backup ; machine learning
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integration construction of China Meteorological Administration, combined with the data flow process of CIMISS and other business
=]

systems, the terminal security protection mechanism is established in the business system through research,and a certain machine learning

algorithm is introduced to analyze and classify security events which are summarized within a certain range. We discover the deep—seated
problems and carry out targeted rectification, so as to significantly reduce the security risks of end users.
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pGamma=Px . # repmat(pPi,N,1);

pGamma =pGamma ./ repmat( sum(pGamma,2),1,K);

Xshift = X-repmat( pMiu(kk, :),N,1);

pSigma( :,:,kk) = ( Xshift” * (diag( pGamma (;, kk)) *
Xshift) ) /Nk(kk) ;

pMiu =centroids; % FJ{H , k& K ZEhy .0

pPi=zeros(1,K); % #f%

pSigma=zeros(D, D, K); % 5 2[4

Xshift=X-repmat( pMiu(k, ;) ,N,1);

inv_pSigma=inv ( pSigma ( :,:, k) +diag ( repmat ( threshold,
1,size(pSigma(:, :, k),1)))); % J7 RS

tmp =sum ( ( Xshift * inv_pSigma) . * Xshift, 2);

coef=(2 * pi)*(-D/2) =* sqrt(det(inv_pSigma)); % det
SRHFRF AT 5
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Px(:,k)=coef * exp(-0.5*tmp);
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function [ newX, T, meanValue ] =pca_row (X, CRate)

% FATR— A

% newX  [EHEST MHTHLIE

% T 2SR

% meanValue X 5 IEH S HE I, T K5 B 4 )5 46
4 newX P& R X

% CRate BIHkZR

% T AR A S [

meanValue =ones( size(X,1),1) * mean(X) ;

X = X-meanValue ; % £~ & )8 I 72 28 B 1) $49 (8

C=X"# X/ (size(X,1)-1) ;% WH P Ir 2515

%o TR 7] &, FRAIE(H

[V,D]=eig(C);

%o PR ] 1 H B HE T

[ dummy , order | =sort(diag(-D) ) ;
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d=diag(D) ; % K FFIEAE BT K L — 51 1)

newd =d (order) ; % FFAF (A L 51 1] e 422 7 HE 7
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sumd =sum ( newd ) ; % $5AE{E 22

for j=1:length( newd)

i=sum(newd(1:j,1))/sumd;% T3 5THkF, TR F =TT n
ARFIEAE Z RN/ VR IE (B 2

if i>CRate%

cols=j;

break;

end

end

T=V(:,1:cols) ;% HRHAT cols ANFFIE 10 & , 4 B AL e [F T

newX =X * T; % PR M T X X A7 R4

end
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