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Audio Camouflage Scheme Combining Key and Random Orthonormal Basis

SHAO Jing—jin,SHAO Li-ping ,REN Ping—-an
('School of Computer Science,Shaanxi Normal University ,Xi’ an 710119, China)

Abstract: The transformation model adopted in traditional tangram based audio camouflage method is the affine transformation model,
where its transformation accuracy is low and doesn’ t meet the basic orthogonal relationship. It cannot be guaranteed the fitting accuracy
between the secret audio and the public audio in affine transformation model. At the same time when the segment of transforming audio is
constant value sequence,it must be added random disturbance to ensure the quality of audio recovery, which will reduce the audio’ s
quality transmitted in channel. To solve these problems,an audio camouflage method combining key and random orthonormal basis is
proposed. The secret audio and public audio are firstly segmented, and a key is used to construct the random orthonormal basis.
Secondly , the secret audio segment is effectively expressed by the different projections of secret audio segment on the random orthonormal
bases. The first k projection coefficients with larger amplitude included mean value are selected and their corresponding index positions
are also recorded. Then the EMD- ¢ steganography is employed to embed them into the corresponding public audio segment to form the
public audio transmitted in the channel. Finally,the secret audio can be reconstructed by the transformation parameters extracted from the
transmitted audio and the key. Experiment shows that the proposed method can make full use of the random orthonormal bases to
reconstruct the secret audio with varying precision degrees,and the more larger amplitude coefficients are selected, the higher quality of
the recovered secret audio will be. Simultaneously, the strategy described relies strictly on the key and only the user who masters the
correct key can get the recovered secret audio in high quality.
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