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Analysis of Security and Solution Based on Cyber
Physical System ( CPS)

ZHANG Wen-ting
( Department of Automation,Shanxi University , Taiyuan 030000, China)

Abstract; Cyber physical system ( CPS) is a multi — dimensional complex system integrating computing, network and physical
environment. It is an integrated design that realizes computing, communication and control, which can make the system work reliably and
stably in real time,and the interaction between people and the physical world information and intelligent. It has broad application in the
fields of aerospace,industrial production,smart grid and transportation. In these applications, CPS security issues caused by information
security have become one of the key factors that system designers need to consider. Therefore,the design of robust, safe and effective
CPS is currently a very active research field,and has attracted more and more researchers’ attention. We introduce the core concept and
technical background of CPS, expound the architecture of CPS and important security factors systematically, and introduce CPS
information security attacks and security requirements from all layers of the system. According to security attacks and requirements, the
corresponding security solutions are proposed from the perspective of single layer and multi—layer. Finally,the future research fields of
CPS are introduced.
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