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Research on Web Services Security Based on SCIT Improved Model

SHEN Pu-bing , XUE Bao-ze, WU Bo,CHEN Shu-wen

(School of Information and Communication, National University of Defense Technology,Xi’ an 710106, China)

Abstract: The network space is becoming more and more complex. The original network security means are mostly passive defenses,
which is difficult to cope with the current complex network security environment. With the rapid development of Web services, Web
service system has become the focus of network attacks. In view of the current situation of fixed and static construction and deployment
of network security protection, mobile target defense aims to build a dynamic and unpredictable system, motorizing the protected objects,
and increasing the cost and overhead of attackers to resist attacks. Based on the idea of the self cleansing intrusion tolerance ( SCIT)
model, the improved Web service system is added the client controller, client cleaning audit and client resource pool, randomizing
switching in the client operating environment, which increases the ability to resist client attacks and further expand the random dimension
of the system. From the perspective of probability statistics, the increase of the attack surface and diversity of the design configuration
make the attacker’ s probability of successful invasions lower than the original model by 46. 44 % |, effectively enhancing the security of the
system.
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