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Requirement Acquisition and Location for Software Security
Defect Testing

PENG Hui-bin, FEI Qi
(Jiangsu Institute of Automation,Lianyungang 222061 ,China)

Abstract:In recent years, software security incidents emerge in an endless stream,involving more and more fields and causing more and
more harm. The existing defect database contains a large number of security vulnerabilities. If the targeted tests are carried out one by
one,the test cost is unbearable. Therefore, firstly the security defects from three dimensions: the reason dimension, the dangerous
consequence dimension and the operation mode dimension which may cause the defects to be activated are classified. This three
dimensional structured comprehensive classification can make up for the single classification and provide a more accurate and detailed de-
scription for testers to analyze security defects. Secondly,a feasible software security defect determination technique based on data flow
graph and data interaction boundary is proposed. Finally, by improving the DREAD model, a software security defect priority
measurement model is proposed to solve the problem of software security defect location and software security defect priority determina-
tion.
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