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Design and Realization of KONG-based API Integration System
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Abstract: The current cloud computing platform often contains several subsystems, each subsystem requires different API format, and
some subsystem API format is completely not in line with the Restful API format. This is why the cloud computing platform needs to call
the API of each subsystem separately,and the API call of each system needs to be personalized , which increases the development time and
learning cost of developers virtually ,and also increases the operation and maintenance cost of the cloud computing platform. In order to
solve this problem, through the interface gateway KONG, a set of API integration system is designed and implemented. The API
integration system will forward all the requests in the cloud computing platform,and in the process of forwarding the requests, the API
that does not conform to the Restful format will be converted to the Restful format API, making it convenient for the cloud computing

platform to call the APIs of different systems in a unified way. The test shows that the system can complete the API integration function
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and convert the non-restful API to Restful format.

Key words: cloud computing platform ;interface gateway ; KONG ; API; Restful
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2 #EEOMX Kong &Y

Kong J& Mashape 23 7] [ FF i API ¢, Kong f&
TE% 7 3 A (30) AR 55 1] %% % APL 3 5 19 APT 95
HIJE JZ & i NGINX'™ 9K 3l /9, B DL fE O 1 5
NGINX ],

Kong Ji Az 35 I BE PR A 1325 454 , 04 Cas-
sandra’’  PostgreSQL''" % Kong #J LL¥f FH A Y A &
SCEEAE S Ui n) AR S AU i, TR 3G A SR 3 A8
TSR E R HLhE 33 R TR P 00 S in e b
hk, I ELA DA RS Hh B A R DD RE Y A4 . 11 NGINX
LR o e S Oy 2Ok 58 X S Ty fig , i HLC
W2 )5 T B R NGINX 19 IR 55, i 218 2 K ik 1%
YR 55 i AN REFEZ 1Y

Kong L RFZAT AAHERE X T LAl Kong
2T ) (] B ORTE AR TG A X 2% JE B, — >4
TP 0 T AT a5 B B A AR R A9, 9 HL S — A S
P TR BRI 78 4 17 SR I sl B A SR
BT B P B BT AR S TE A ML G A — W o 8K
W, I HLOAF I ERal o 2 B39 s AR R 7

Kong ELARHANE . & 0l LLS B 46 14 U R 2 17,
PRIEATIRE, K APL 51 2 A 6] By 4 fF i 17 3%
B DR 4 AT B0E | H R /s AL, I
H. Kong R ET L] Kong RETAIEIE R, A8 API
BOEMARS , 2 Kong AYX—Hp:, & KA
] AP A% A8 B4R 1 , I LR 30 28485 7 2 31 96 1 )
ANFFZRGe0 APLH: 11 | SEEE 58— 4% 20 FHAS [ 4%
= API 9 TIBE

H AR 2 24 ") 75 ff ] Kong, ] 4 CISO, Aol
Intel .Expedia %5, 7% API 4 i & 48t & 3% T JF W AR
KONG it ML .

3 APIER RS

SO EREEA A APL KR G0 TAE 5 IR
API 4E 1% & 48 v FH T 4 i Openstack Fl Zabbix 4% 11,
Hrfr Openstack 2 32 ¥i f9 TaaS'"™ JT ¥ 45 B 4 5 1M
Zabbix M EE KM EHLGEE T A, XHAT &
B2, i H P & i DA% A [F . Openstack
P2 T2 A fE 1) Restful APT'™ 22 171, 1] Zabbix £ 4t
API 2 U7 F A9 & JSON-RPC 2. 0" #L3E, FF LA
1T APL 2 R GE 4R BUX AN 5 1942 1 BEAS AR 4 b
W] APL AR A GER) TAE 7 AR 8. 75 U 1 )2,
CH T EEAAL AT LA 4E R Openstack A1 Zabbix 432 1T,
HZE AP URGE — 1 R 48, A8 T LAl 9% o ik it
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4 APl ERRFEMIRITEEI
4.1 7 Kong FEIEEZHLH API
Kong 241t T 58 38 445 B 5 10, 3R 58 A %) Kong
A REIIRE, BRINNE AT, Kong IR 55 1 8001 i F1
TAFEL APIL (1 ;8000 3 1 T o 5 B & 1) 3
R, TR & Kong B4 HL3E 1K B & Openstack
I Zabbix ¥4 % API,
B Openstack %% & API BIEANT .
POST :http://KONG_HOST 8001/ apis/
Body: { " name" ; " openstack_api", "uris" ; " openstack" ,"
upstream_url" ;" http;//OPENSTACK _ HOST" ," strip _uri" ;"

true" |
X FE Q] # Openstack %% & API J&, F )7 i R
http ://KONG_HOST : 8000/ openstack , Kong 5l HE % ¥
iR [ 30 % % %) http.//OPENSTACK _HOST, H:
KONG_HOST #1 OPENSTACK_HOST 43 % 327/~ Kong
1 Openstack 438K Hidk
% 2K Body WSS LUK name A 5 K
API [} £ % ; uris 24 H P 1 &0 Kong Y APIL #& 1%
upstream_url A IE K54 & AL ; strip_uri A 2 A 7E %
Ik A P BRER uris IR E RO BRAR
B Zabbix 5% % APL IIEINF
POST ; http.//KONG_HOST :8001/apis/
Body: | "
upstream_url" ;" http://ZABBIX_HOST" , "strip_uri" ;" true" }
Openstack Fll Zabbix % % API Al & 1 2 J5 , Kong
AT AR FH P R 0 BE AR AN [R) K P 38 oK o )
J% %4 Openstack F1 Zabbix
4.2 Zabbix API ¥ &% A IBRAHIZITH LI
bR T TR ) AP, {HE Zabbix BEfS
B3R SR IR AN I 5 Y restful APT 353K, Zabbix 42
W AiE K 7% . URL Headers il Body (AT 20T .
POST http.//zabbix /zabbix/api_jsonrpc. php
Headers ; Content—-Type; application/json-rpc

name" ;" zabbix _api"," uris" ;" zabbix ",

Body: { " jsonrpc" :" 2. 0" ," method" ; " apiinfo. version" ,"
id" :1," auth" ;null," params" ; { | }

Openstack # Ui /%3 3K 77 ¥ . URL , Headers #11 Body 1A JE
/(1

POST http://openstack. com/openstack/api

Headers ; Content — Type : application/json; X — Auth — Token
TOKEN-ID

Body: | “task_id” ; null}

81 Zabbix F1 Openstack B3 1198 FH 7 X0 LIE
ARG APL RGEA R 2, T 2R BTE
Headers il Body {7 8 H', WA AREAE FH 58— 1) 5 0k
SEM AN ZRGE M APT 45 DT JR AT LAY Hoh— A R 5
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fii 1 Kong A LAAR #F- 1l fif £ 3X A~ 0] B, Kong $2
HE T4 1 (Plugin) P RE. Kong FY 4 1 BE % 91 & 5]
AN HFE K& APL L, IF HREAE XTI P 918 K AR 55 1
M 7 5018 4, 3 2k Kong B4 14, AT LAA& 2o 3 =K i i
Vi1 url headers 1 body, FrLA, 7E1% R4 E 2 & it
TR B Zabbix 1 3K 9 Kong 1 14, I H 46 % 1€
Kong ¥ %& Zabbix W3 11 I, 1% Zabbix 42 18 H 77
A MCH Openstack 142 FHE A 720, LB T ARG
APLiE RIS —

i3 H 4 Openstack il Zabbix f4 42 113 F 7 28 Af
VI, B 48 {# F Openstack % O 18 F 89 5 = 98 A
Zabbix F4% 111, Kong FH 1B 240 TAER

(1)K Zabbix 4% I, 7E Body "5/ jsonrpe”
Feid” 5,

(2) i R Zabbix 2 M1 H, 352 B Header "1 #) X -
Auth-Token %4} , 75 | Body /19 auth

(3) 1R Zabbix 42 1 B}, % Header ") Content—
Type X4 application/json—rpc,

(4) FET5 KR [T ) body H 2 F& “ jsonrpe ™ F1“id”
ZH

Kong B4 & lwa' ™ 1B H B5, I AT lua-
nginx—module i, BT LA ZIUAZ lua 15 lua—nginx—
module tEHFI Kong ¥ 5E A" fig 56 il Kong i 4 1Y 2
HITAE,

— A~ a7 FL Y Kong 1 4, 0 14 & W A SC 1
schema. lua F1 handler. lua, H schema. lua (42
THEA B R B, i P A A P A 4 s AR 4 A [+
Y7 R AR AN [R] B9 B . F T schema. lua 1Y N 251X
BRI T

return { no_consumer = true |

handler. lua SCH= A6 PF A9 #% .0, BT A 19 APL 4b 38
iR A AR X A SO e L, TR K —
N TEEEAERYR S A LA R, R LA S R e L
MERECR TR, FEAFRIAY Kong ffifE Pl IE S X-E&
A BREICR 58 A R B Be BT A 709 TAE . 3X LA~ R
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(1)init_worker( ) : FIURAE IR TAE By BT ;

(2) certificate ( ) : SSL & F B B 04T ;

(3)rewrite( ) : T 5 W Bt #0475

(4)access () : % & Z HOME R AL HLI B BEHRAT 5

(5) header_filter () - ¥ WSO A A i L7 Sk I KA T

(6) body _filter ( ) : 43 Wit 2 T 45 f9 Wi 1% body Hif

(7)log () 4 B A7 2 5 3% 2R 1 SR i 2 5 AT o
F , 7 ZEAE access () PR H 58 BLES I jsonrpe”
Fid” Z 889 I g 78 access () PR Y 58 W16 2k
Header 1) 3 B ; #£ body _filter ( ) PR % 52 A%, 2= 35
“jsonrpc” F1“id” Z ) TIHE
TE access () BRECH 5E 332 B Header 1 “ X —Auth—
Token” %Y, “X-Auth-Token” . “jsonrpc” fl “id” 24
AT REACHS IR
localcjson =require " cjson"
localngx =ngx
localget_headers =ngx. req. get_headers
localset_headers =ngx. req. set_headers
set_header (" Content—Type" ," application/json—rpc" )
token_id = get_headers( ) [ " X-Auth—Token " ]
ngx. req. read_body ()
body =cjson. decode ( ngx. req. get_body_data( ) )
iftoken_id! =nil then
body[ “auth” ] =token_id
end
body[ “jsonrpc” ] =“2.0”
body[ “id” ] =1
ngx. req. set_body_data( cjson. encode( body) )
DL 3% BeAC S 38 33 lua —nginx —module 241t %) )
fig, ¥ X—Auth—Token A% #E M Header H U, I H
A Body H1; 4K J5 1£ Body H ¥R Il jsonrpe H1 id B
T body_filter () PREL H 58 B 2 45100 i body H1 11
“jsonrpc” F1“id” S 4%, HIIRe AR 4 .
local chunk, eof=ngx. arg[ 1], ngx.arg[2]
ifeof then
body =ngx. ctx. buffer
fori, v in ipairs(body) do
if table[ 1] = =“jsonrpc” then
table. remove( body, i)
end
end
ngx. arg[ 1 ] =body
else
ngx. ctx. buffer=ngx. ctx. buffer. . chunk
ngx. arg[ 1] =nil
end
TE Kong 17, body AJ BEAR K, 75 2 2 3L IUA HE
miE e . BT L RL AR B st 2 08 R U body 1Y 43
BRI, 41 2% % 58 B B body, JF H K body H By
“jsonrpe” A1 id” ZEMIBR , Fe 5 3 191 237 5K i
i3 handler. lua P A% 1~ BRI B, W BB 5 52 B0
Zabbix 14% LI HIE LY Openstack 942 H i FE
Gi—, N LA AR AL, T H R E B Zabbix Y
% API I ffiHAb B Zabbix (iEK
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4.3 EUHERHIHER
AT AR B A, U R A R ) SO A
TE. /kong/plugins I, I 7F Kong B EL & SC {4+ 3
custom_ plungins 7 B, ¥ I 4 74 19 24 #K, H AR A%
T,
custom_plugins =zabbix—api—plugins
P & SCAHE B 5E R, TS Kong , 47 14 &A1 58 1
4 zabbix—api—plugins i 74652 £ 4. 1 37 A 1
1) Zabbix 5% % APL I, (AL, SR R9ERIEA .
POST : http.//KONG_HOST :8001/apis/ zabbix_api/zabbix—
api—plugins/
Body: { " name" ." zabbix—api—plugins" |
FHIF ARS8 2 1) Zabbix %% & F] API I J5 , Kong 7
e kiR Zabbix Y APLI  BLRERS A Zhoe il 4.2 5
B RRS

5 HRiE

AL curl" A AR AT IR, B X R SRR IS AR
P Openstack [1#)4% Xk 1E % i 2K Zabbix 1) API, i 2%
R 3 frR

root@admin:~# curl -i
--url http://loc
--data '{"method

"params":

--header '{"Content-Type":

“result": "0424bd59b807674191e7d77572075f33"

root@admin :~#
B3 mEaXaR
P 3 J& 3 ad curl XF Zabbix %8z HE M, 78
YR P B o B i Zabbix (19 )5 46 98 O =X
B2 fRE % 1E % & Il ] 45 2R, SC B T Zabbix 5
Openstack [942% FE 7 L4 —
PLEAA TR TH O0MK Kong =it B &
APLEENA G BT 55, 1lid AP AR R e b6 &
TR =BG T RG0 APLIGE R, S0 T Hhhk i B
FANGE— I D RE T L 258 5] 1% % APT 45
SE AR B, AT L 5E Al 48— A% 2R IR AN [)
W5 RGE APL, Wb 1 IF RN GURIEE BN B T
PEdE Wb T ZOOF & N RY2E 2T A, T H. Kong
SCRFZN R BT RS ORIEZ2 5T T (4 0 L JEE
PRI 38 5 2% 22 G A AN 400 2 Wi O 4 ) Ak 1 e

P T RIR A S APL BRI, WS B T R T AP 4% 1 1Y
g —,
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