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A Source-location Privacy Protection Routing Protocol for
Wireless Sensor Networks
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Abstract:In order to solve the problem of source node location privacy protection in wireless sensor networks, a pseudo — normal
distribution—based source location privacy protection strategy for phantom routing in wireless sensor networks is proposed. However, this
routing protocol does not consider the visual area problem of stronger attackers and directional attackers. The improvement is carried out
based on this protocol. The visual area problem increased, the transition node is reached through the random hopping phase,and the path
is routed outside the visible area. A pseudo-random generator is used to generate a set of Gaussian distributed random real numbers to
obtain the random hopping number of the corresponding random jump phase and pseudo —normal distribution route, increasing the
diversity and dynamics of the location distribution of the phantom nodes. The probabilistic routing phase avoids the occurrence of failure
paths by setting node flags in the visual area, and reduces the possibility of overlapping paths by probabilistic forwarding routing
mechanism. Experiment shows that the improved protocol avoids the generation of the failure path,increases the security time,and can
significantly improve the security level of the source node location privacy protection.
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