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Research and Implementation of Firewall Based on OpenDaylight
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Abstract; With the continuous growth of network scale, the traditional distributed network can no longer meet the requirements of network
configuration and management. As an evolutionary network framework , software defined networking ( SDN) provides a new direction for
network security research. This new framework separates the data forwarding plane from the control plane and also provides application
programming interfaces on top of the control plane. Based on the in—depth analysis of the system principle and architecture design of
SDN, we propose the implementation scheme FireClient of SDN firewall based on OpenDaylight platform,and with the help of Maven,a
software project management and dependency analysis tool,and Yang,a data modeling language, we develop the upper application call
module. The users can modify policies flexibly with FireClient,and its test in different scenarios shows that the use of firewalls based on
SDN can arrange policies flexibly and implement quickly. Compared with the traditional network configuration and deployment, SDN
makes it possible for the rapid application development of the third party,thus greatly promoting the deployment and expansion of new
network services.
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echo "";
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