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Abstract: The intrusion detection method for the fuzzy C—means clustering algorithm is easy to fall into the local optimal constrained by

“dimensional disaster” and other problems using the origi—

the time and space complexity with low detection rate and easy to fall into the
nal data set. For these problems we propose a novel fuzzy C-means algorithm clustering model ( AN-GA-FCM) based on genetic algo—
rithm ( GA) optimization combined with auto —encoder network ( AN) . This model uses multi - layer restricted Boltzmann machine
(RBM) to bidirectionally map high—dimensional and nonlinear data into low —dimensional space establishes high—dimensional space to
low —dimensional autoencoder network and then uses autoencoder network weights to fine—tune parameter reconstructing the optimal high—
dimensional representation to low —dimensional spatial data. The FCM initial clustering center optimized by the genetic algorithm is to a—
void objective function falling into a local optimum. The dimensionality reduction datasets are classified by GA-FCM detected on the
KDD’ 99 dataset. Meanwhile compared with the traditional algorithms such as PCA SVM and Softmax with the model it shows that the
model has higher intrusion detection accuracy and lower classification detection time.

Key words; fuzzy C-means; genetic algorithm; restricted Boltzmann machine; autoencoder network; feature dimensionality reduction; bi—

directional mapping
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