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Abstract: The Constrained Application Protocol ( CoAP) is a network transport protocol that is specially designed for resource—constrain—
ed devices and network optimized design. It uses a REST —style architecture to redesign resource—constrained environments and imple—
ments a subset of the HTTP functionality enabling users to access the IoT node resources through the browser directly making resource
discovery and data query which is the core of the world wide web technology. We introduce the working principle of the CoAP adopt
Cooja to build a virtual wireless sensor network supported by the Contiki system and design the experimental environment and scheme of
CoAP analysis. During the wireless sensor network simulation running the protocol analysis software is used to capture the CoAP report
and then the captured CoAP messages are analyzed explaining the role of CoAP message format working mode and option fields de—
scription of the working process of GET and POST methods and elaborating the work principle of the CoAP both theoretically and practi—
cally.
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; N Options:
Contiki s Option Delta: 4 bit Option
Option Option
Contiki3.0, Contiki CoAP o Cooja Delta o 0-12 13 14,
Contiki 13 14 Option Delta ( extend)
Cooja 0-2 ;
o Option Length: 4 bit Option Value
0-12 13 14, 13
1 CoAP 14 Option Length ( extend)
1.1 CoAP 0-2 ;
CoAP 1 e Option Value: 0 Option
4 8 16 31 o
vel T| TKL]  code | Message ID CoAP
Option | Option| Opfion D;;kcgption Length | Option ; 4 € Critical) U( Unsafe) ,N{(No-
Delta | Length| (Extended) | (Extended) Value CacheKey)  R( Repeatable)
il Payload o Uri « Content —
1 CoAP Format ~ Accept. Etag . Blockl Block2
Ver: 2 bit CoAP “17: :
T:2 bit CoAP CoAP 0xFF: CoAP ;
: Payload:
Confirmable( CON) : .
“007; 1.2
Non—-Confirmable( NON) : CoAP UuDP
“o17;
Acknowledgement( ACK) : “107; / o
Rest( RST) : “117; (1) ( piggybacked response) o
TKL: 4 bit CON
0 ; ACK
Code: 1 CoAP
o 3 5 (2) ( separate response) o
X.XX o CoAP CON
Code=0.00 ; ACK .
Code=0.01 GET ;
Code=0.02 POST ; CON
Code=0.03 PUT ;
Code=0.04 DELETE ;
Code=2.xx ; ( non - confirmable response)
Code=4.xx ; o NON
Code=2.xx o NON
Message ID: 2 CoAP o
o CoAP 1.3 CoAP
Message 1D ; CoAP URI GET.
Token: CoAP POST.PUT DELETE - URI
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coap—URI="coap:" "//" host ":" port path— core
abempty "?" query
host Ip o
; port coap

5683 coaps
query

5684, path :

CoAP /. well —known/ Cooja

@ - = My simulation - Cooja: The Contiki Network Simulator
File Simulation Motes Tools Settings Help
O] Network @@@'ﬂ Simulation control EIEE [T Notes  JO®)
Run Speed limit
Miews<o0m, | i Enter notes here
=€) Pause Step Reload
fe80::212: 7402:2:202
O] Time: 00:31.242
fe80::212:7405:5:505 speed: —
—
] Mote output [BEE]
File Edit View
Time | Mote | Message |
JEICHICICRES = = B A p ] TR U T2 7aTUSTUUTUSTUSTYS CONTIRI - 2. 6-2450-9. s
00:01.897 ID:5 nullsec nullmac nullrdc, channel check rate 12...
00:01.018 ID:S Tentative link-local IPv6 address fe8@:0000:00...
00:01.020 1ID:5 Starting 'Erbium Example Server'
00:01.174 ID:3 Rime started with address 0©.18.116.3.08.3.3.3
00:01.183 ID:3 MAC 00:12:74:03:00:03:03:03 Contiki-2.6-2450-g...
©0:01.192 ID:3 nullsec nullmac nullrdc, channel check rate 12...
= g 00:01.202 ID:3 Tentative link-local IPv6 address fe80:0000:00
fe80:/212:7407:7:707 fe80::212:7401:1:101 00:01.205 ID:3 Starting 'Erbium Example Server'
00:01.690 ID:1 Server IPv6 addresses:
00:01.693 ID:1  aaaa::212:7401:1:101
00:01.696 ID:1 fe80::212:7401:1:101 hd
fe80::212:7406:6:606 Filter:
53] Radio messages: showing 29/122 packets [B[=)]3]
File Edit Analyzer View
No. | Time | From | To | Data |
ST woTZrZeE T o 7T Io % U UUTIZT7ATUITUUT UL TUI TUT URFFFFT IFACT IFVOT TCMFV O RFT DIUTARARTOTT el e
115 00:28.194 2 4 76: 15.4 D 00:12:74: :02:02:02 00:12:74:04:00:04:04: 04| IPHC| IPv6|ICMPv6 RPL DAO|1E4000FL A. ..
116 00:28.205 4 2,3 76: 15.4 D 00:12: :04:04:04 09:12:74:03:00:03: 03: 03| IPHC| IPv6| ICMPv6 RPL DAO|1E4000FL A. ..
17 00:28.216 3 [4d] 76: 15.4 D 00:12: :03:03:03 00:12:74:01:00:01:01: 01| IPHC| IPv6| ICMPy6 RPL DAOD|1E4000FL 4. ..
118 00:28.984 7 3.6 97: 15.4 D 00:12: :07:07:07 OxFFFF|IPHC|IPv6|ICMPY6 RPL DIO| AAAAGGRD DOOOOGOO 02127401
119 00:30.188 7 3.6 76: 15.4 D 00:12: :07:07:07 08:12:74:03:00:03: 03: 03| IPHC| IPv6| ICMP¥6 RPL DAQ|1E4000F2 A. ..
120 00:30.200 3 [4d] 76: 15.4 D 00:12: :03:03:03 08:12:74:01:00 01| IPHC|IPv6| ICMPv6 RPL DAO|1E4000F2 A
121 00:30.978 4 2,3 76: 15.4 D 00:12:74:04:00:04:04:04 00:12:74:03:00: :03| IPHC| IPv6| ICMPv6 RPL DAQ|1E4BGOF2 A. ..
122 00:30.989 3 [4d] 76: 15.4 D 09:12:74:03:00:03:03:03 00:12:74:01:00:01:01:01|IPHC|IPv6|ICMPv6 RPL DAO|1E4000F2 A v
—
()] Timeline showing 7 motes L@ (=) Serial Socket (SERVER) {Sky 1} (_)(OJ
File Edit View Zoom Events Motes 6
Listen port: 60001 Stop
T T : Q
q1— 4 socket -> mote: 159 byvtes
5 A > mote -> socket: 494 bytes
=¥ \_J*> | |||Gtatus: cliert /127.0.0.1:54256 connacted.
1 . @ - lati . lati 9
cooja simulation —>start simulation
border—router.c. CoAP o
er—example—server.co copper
2.2 aaaa: . 212: 7402: 2: 202 2
ud- ” “d. . 2
1scover 1scovering
IPv6 o
o Cooja
«, . 9
tools—>serial socket—>skyl 3 CoAP
60001 . ubuntu 3.1 GET
- 173 ” “ 2
contiki/examples/er —rest — example test/hello GET
(14 ”
o 2 Hello World! o
make connect—router—cooja COAP 3 °
wireshark 370 GET
. “ .
Cooja tools/radio
P : - .
messages radio messages radio 16637; 3

11 Uri—Path

“test ”»

(12+11)

messages “analyzer/6LoWPAN Analyzer

with PCAP”
Contiki

“hello”;

tools/cooja/build Block2

.pcapo

23
Block2
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“0” 64 o
a radiolog-1523515035240.pcap - o
MHHE HEE MEN G BIR0 ST sihe) BiEY BEw IRO  #EH
Aam 0 | DRB Aes=TLZ[Eaaal
(W ]cow ) wisst +
Ho. Time Source Destination Proto Len: Info
370 14:41:57.336000 ::1 CoAP 69 CON, MID:16637,
3711 1:57.9210008 212:7402:2:202 CoAP 73 ACK, MID:16637,
L 3721 1:57.922000 212:7402 202 CoAP 82 ACK, MID:16637,
373 14:41:57.923000 ::212:7402:2:202 :: CoAP 82 ACK, MID:16637,
4 Constrained Application Protocol, Confirmable, GET, MID:16637 ~
e1.. .... -Version: 1 _ ] o
..88 .. Type: Confirmable (8)
8808 = Token Length: @
Code: GET (1)
Message ID: 16637
4 Opt Name: #1: Uri-Path: test
Opt Desc: Type 11, Critical, Unsafe
1e11 = Opt Delta: 11
9188 = Opt Length: 4
Uri-Path: test
4 Opt Name: #2: Uri-Path: hello
Opt Desc: Type 11, Critical, Unsafe
9088 .... = Opt Delta: ©
9101 = Opt Length: 5
Uri-Path: hello
4 Opt Name: #3: Block2: NUM:8, M:D, SZX:64
Opt Desc: Type 23, Critical, Unsafe
1188 . = Opt Delta: 12
0001 = Opt Length: 1
Block Number: &
... B... = More Flag: ©
Block Size: 64 (2 encoded)
Response In: 373 ”
l_rﬁPLngT Desc (cosp.opt.dese), 5 2% || 434A: 525 . ORF: 142 (27.08) HngAtia: 0:0.41|] FREEE: Default

3 GET
GET
“2.

4 373 CoAP

05 content”

16637 o
3 4 ETag

“0C”; 12

Content—Format

32

(8+4) CoAP

“text/plain; charset = utf —8”

utf -8

23 Block2

Block2

“Hello World! ”

- radiolog-1523515035240.pcap - =

D WERE WEQ PG WSRO Sie)  shhe e FeEmn  TAM e

Am o0 | TRB Re==TFT e [Eaaail

[WTecow -] s+

Fo. Time Source Destination Proto Len: Info ~
370 14:41:57.336000 $:212:7402:2:2... CoAP 69 CON, MID:16637, GET, ..
371 14:4; 7.921000 1 7402:2:202 CoAP 73 ACK, MID:16637, 2.05 .. —
372 14:4; 7.922000 CoAP 82 ACK, MID:16637, 2.05 ..

L 373 14:41:57.923000 CoAP 82 ACK, MID:16637, 2.05 .. ~

> Frame 373: 82 bytes on wire (656 bits),

> IEEE 8©2.15.4 Data, Dst:

> 6LoWPAN

> Internet Protocol Version 6, Src:

> User Datagram Protocol, Src Port:

4 Constrained Application Protocel,
e1.. = Version: 1

.18 .... = Type: Acknowledgement (2)
8080 = Token Length: ©

82 bytes captured (
Nitlab_©1:80:21:01:81, Src: Nitlab
1:212:7402:2:2062, Dst:
5683, Dst Port: 45040

Acknowledgement,

Code:

2.85 Content (69)
Message ID: 16637
4 Opt Name: #1: Etag: Bc
Opt Desc: Type 4, Elective, Safe
81886 .... = Opt Delta: 4
8601 = Opt Length: 1
Etag: Bc
4 Opt Name: #2: Content-Format: text/plain; charset=—utf-8
Opt Desc: Type 12, Elective, Safe
1988 .... = Opt Delta: 8
8002 = Opt Length: ©

Content-type: text/plain; charset=utf-8
<4 Opt Name: #3: Block2: NUM:®, M:8, SZX:32
Opt Desc: Type 23, Critical, Unsafe

1011 .... = Opt Delta: 11
.... BBB1 = Opt Length: 1
Block Number: @
.... B... = More Flag: ©
Block Size: 32 (1 encoded)
End of options marker: 255
[Reguest In: 378]
[Response Time: ©.587800880 seconds]
4 Payload: Payload Content-Format: text/plain;
Payload Desc: text/plain; charset=utf-8
4 Line-based text data: text/plain
Hello World!

charset=utf-

-

2.05 Content, MID:16637

656 bits)
©3:00:03:03:03

8, Length: 12

4 GET

(‘0 ”
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3.2 POST
“POST”
Led “actuators/toggle”
“POST” 2

Led o COAP 5 o

4 radiolog-1523515035240.pcap - oIEd
MAHE HREE HEM e B0 AW siHe BIEY REW IRD #HH)

am 0  DRB Res=TLI[EQQan

(W cosp <) Eikste

Fo. Time Source Destination Proto Len; Info ~

| 344 14:49:02.121000 ::1 ::212:7482:2:2.. CoAP 91 CON, MID:34884, POST,..
L 345 14:40:02.132000 ::1 1:212:7402:2:2.. CoAP 83 CON, MID:34004, POST,..
346 14:46:02.134000 aaaa::212:7402:.. aaaa::1 CoAP 84 ACK, MID:34004, 2.85 .. v

> Frame 345: 83 bytes on wire (664 bits), 83 bytes captured (664 bits)
> IEEE 802.15.4 Data, Dst: Nitlab 02:00:02:02:62, Src: Nitlab 64:00:04:04:04
> GLOWPAN
» Internet Protocol Version 6, Src: ::1, Dst: ::212:7482:2:202
> User Datagram Protocol, Src Port: 35979, Dst Port: 5683
4 Constrained Application Protocol, Confirmable, POST, MID:34004
L R = Version: 1
.89 .... = Type: Confirmable (8)
.. 0000 = Token Length: 8
Code: POST (2)
Message ID: 34004
4 Opt Name: #1: Uri-Path: actuators
Opt Desc: Type 11, Critical, Unsafe
1811 .... = Opt Delta: 11
.. 1801 = Opt Length: 9
Uri-Path: actuators
4 Opt Name: #2: Uri-Path: toggle
Opt Desc: Type 11, Critical, Unsafe
8000 .... = Opt Delta: @
.. 8118 = Opt Length: 6
Uri-Path: toggle
End of options marker: 255
4 Payload: Payload Content-Format: text/plain; charset=utf-8 (no Content-Format), Length:
Payload Desc: text/plain; charset=utf-8
4 Line-based text data: text/plain
mode="on"

5 POST
345 POST

34004 2 11

4

“actuators’ “toggle”;

IR
on o

6 346 CoAP

“2.05 content” 34004 o

a radiolog-1523515035240.pcap - oIEd
(00 | mE0 MEM M@ BRO HHE HHO BEO TEW IAD BHE

4am 0 TREB Ress=TL[Eaaan

(1 XIS
¥o. Time Source Destination Proto Len; Info ~

344 14:48:02.121000 ::1 1:212:7402:2:2..
345 14:40:02.132000 ::1 2:7402:2:2.. CoAP 83 CON, MID:34004, POST,
[ 346 14:40:02.134000 aaaa::212:7482:.. aaaa::1 CoAP 84 ACK, MID:34004, 2.85 .. v

> Frame 346: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
> IEEE 802.15.4 Data, Dst: Nitlab_04:00:04:04:04, Src: Nitlab 02:00:02:02:02
> 6LOWPAN
> Internet Protocol Version 6, Src: aaaa::212:7482:2:202, Dst: aaaa::1
> User Datagram Protocol, Src Port: 5683, Dst Port: 35979
4 Constrained Application Protocol, Acknowledgement, 2.85 Content, MID:34004
[ - = Version: 1
..10 .... = Type: Acknowledgement (2)
.. 8080 = Token Length: 8
Code: 2.85 Content (69)
Message ID: 34004

CoAP 91 CON, MID:34004, POST,

00 B2 74 12 90 41 60 08 00 0O 0O 14 90 40 aa aa
00 PO B0 00 90 PO B2 12 74 B2 BB 82 B2 02 aa aa
00 PO B0 00 00 0O OO 00 00 0O B0 00 00 01 11 B0

2240 63 B4 B9 le B4 80 16 33 B8c 8b 80 Bc aa 8F 60 45
oese [GZERE 49 o6

6 POST
POST
“mode = “off”” 2

Led o

Contiki

Uri—Path

“mode =

POST

Wireshark

10

11

12

13

14

15

16

Cooja

COAP Server

1P o
CoAP
CoAP o

.Web of Things:
J . 2012 39(5) : 14-19.

2014 34(2) :32-42.

WoT J
2014( 3) : 4-9.
CoAP Web
J. : 2014 44(4):18-23.

DILLON T S HAI Zhuge CHEN Wu et al. Web—of-things
framework for cyber — physical systems J .Concurrency
and Computation: Practice and Experience 2011 23( 9) : 905-
923.
REST J
2016 37(1) :21-25.

COLITTI W STEENHAUT K DE CARO N et al. REST en-
abled wireless sensor networks for seamless integration with
web applications C //2011 IEEE 8th international confer—
ence on mobile ad-hoc and sensor systems.Valenica Spain:

IEEE 2011: 867-872.

RPL
J. 2012 22(8) ; 1-4.
6LoWPAN
J. 2015 42( 12) : 215-219.
.6LoWPAN RPL
J. 2016 37

(1):83-87.

MATTHIAS K SIMON D ADAM D.A low-power CoAP
for Contiki C //2011 IEEE 8th international conference on
mobile ad —hoc and sensor systems. Valenica Spain: IEEE
2011: 855-860.

SHELBY Z.Constrained restful environments ( CoRE) link
format S . s.l. [ IETF 2012.

SHELBY Z HARTKE K BORMANN C.The co-nstrained
appication protocol ( CoAP) S . s.l. :IETF 2014.
RAHMAN A DIJK E.Group communication for the con-
strained application protocol ( CoAP) S . s.l. : IETF
2014.

HARTKE K.Observing resources in the constrained app-lica—
tion protocol ( CoAP S . s.l. :IETF 2015.

BORMANN C SHELBY Z.Block-wise transfers in the con—
strained application protocol ( CoAP) S . s L
IETF 2016.



