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Abstract ;. In cloud computing services, anomaly detection is a key technology to avoid system outages and guarantee the service reliability
of end users. Although operating consoles record the runtime status of cloud computing systems, existing management technologies
locating the root causes of occurred faults cannot detect anomalies in advance. Therefore, we propose a deep learning—based anomaly
detection approach for cloud computing systems. First,we cluster logs to groups according to the format and content of logs, and then
extract execution patterns from the clusters. Second,we regard a pattern as a word and a pattern set as a set to lower the dimensionality of
features in logs. Third,we use a recurrent neural network to address the sparsity of labelled data instances and the dependencies between
series,and then define robust anomaly signatures and detect anomalies. We use the logs of a web system to validate the proposed
approach, and the experimental results demonstrate that this approach has higher precision than existing ones in detecting complex anoma-
lies.
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