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Science and Technology Shanghai 200093 China)

Abstract: Block ciphers are characterized by their high speed easy standardization and hardware and software implementation usually as
the core system of data encryption digital signature authentication and key management in information and network security. It is diffi-
cult to separate the security analysis and design of cryptographic algorithms. On the one hand in the process of ciphers security analysis
experience can be accumulated for the design of more secure ciphers. On the other hand in the design of cryptographic algorithms there
will be a lot of practical significance of technology and application value of knowledge. SPN block ciphers are an important part of block
ciphers which is of great significance to be studied and analyzed. Square is a block cipher with substitution—permutation network which
operates on 128—-bit blocks and 128 —bit keys. By studying the structural characteristics and the properties of truncated differential of
Square we construct a 4—round meet—in—the middle distinguisher by using differential enumeration technique and multiple sets and give
a meet—in—the—middle attack on 6-round Square. The new distinguisher is determined by 10 parameters. Based on the new distinguis—
her we extend the meet—in-the-middle attack on 6-round Square for the first time with 2'® chosen plantexts 2'® computations and 2%
memories.
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