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A Classification and Recognition Model of Malicious
Requests Based on Logistic Regression
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Abstract: In order to effectively defend the attack from Web application layer and classify and recognize the malicious requests the super—
vised learning methods are researched in—depth. Aiming at the defects of insufficient content and sparse features of requests text we pro—
pose a malicious requests classifier model based on logistic regression method and TF-IDF word segmentation with non—repetition and
multi-N-Gram. The model is trained after feature extraction of a large number of sample data collected from online security database
such as Secrepo. Taking the maximum likelihood estimation as the optimization goal of the model we use the gradient descent method to
obtain the optimum classification model and its reliability is validated on the test set. The experiment shows that compared with the clas—
sification model of words and single—fold N=Gram segmentation the classification model built by request content with short text and low
semantic in letters on multi—-N—Gram segmentation has higher accuracy and score. Their training time is not much different. The final
model trained by this way reaches more than 99% of accuracy recall and ¥, —measure on test set.
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