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An Android Malicious Code Detection Method Based on
Cooperative Training

WANG Quan-min,ZHANG Shuai-shuai, YANG Jing
(Department of Informatics, Beijing University of Technology, Beijing 100124 ,China)

Abstract : For the traditional detection method of malicious program,the machine learning algorithm is applied to the detection method of
unknown malware. The machine learning algorithm with a single feature cannot give full play to its data processing ability ,and the detec-
tion effect is general. The two view collaborative training is not well for two classifiers with unknown samples when the prediction results
are opposite. Therefore,based on machine learning, we adopt a collaborative training algorithm based on three views. When three classi-
fiers are divided into unknown samples, voting is decided based on the idea of “majority obeys the majority”. This method carries out re-
verse analysis and feature extraction for APK software. It selects three non-overlapping sub—views of permission application features,
API calling sequence feature and OpCode feature,and generates classifiers for each sub view to select the best algorithm. Based on that,
the Co-training algorithm is used to train three classifiers and achieve synchronous performance improvement of three individual classifi-
ers under less known samples. We download more than 4 600 benign samples from the Android Market,and more than 4 360 latest mal-
ware samples from VirusShare,a malware samples sharing site. According to the number of labeled samples from 30 to 120,10 groups of
experiments are conducted and about 1 800 samples are classified. The experiment shows that the detection method has a better effect.
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