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Abstract: The unified identity authentication system is a system that provides users identity information database and application program
interface for other application systems to access and verifies user identity. By introducing and comparing requirements diversification
characteristics of the current mainstream single sign—on system and internal user rights and organizational structure database system
through the integration of the central authentication service and Liferay portal framework we design and implement the unified identity
authentication system to solve the problem of the disunity of user accounts in multiple application systems and the difficulty in managing
redundant information. The system consists of three parts: database system central authentication service and Liferay portal. The key de—
sign steps and implementation of each part are given in detail. Multiple subsystems can be used after one login and unified information
and application integration can be realized to attain the goal of eliminating inconvenience of business sharing. The system not only pro-
vides a unified user interface and integrated application resources but also can be easily extended by developers according to their require—
ments because of its high configurability and extensibility. It is convenient for managers to manage users organizations roles and sites in
the system and at the same time also beneficial for users to make personalized customization meeting the use and management require—
ments of all aspects and playing the role of making full use of network resources.

Key words: CAS; Liferay; uniform identity authentication; portal; single sign on; rational database

12018-01-22 12018-05-23 12018-07-21
(711245801052)

(1989-)
chttp: //kns. enki. net/kems/detail /61. 1450. TP. 20180920. 1536. 030. html

y °



12 : CAS  Liferay = 107 -

CAS o
\ 1.3
6
12
2, Liferay o Liferay
CAS* Spring « Hibernate . Struts
! Liferay ° ¢ " JSR168 14 °
7 N Liferay N N N N
N o Liferay
1.1
. 2
N N .CAS
o Liferay 1 o
MySQL o
LDAP
;
° 1 S H R H A
LDAP . RAL || R | R
HiDA HEL
:
CAS CAS CAS
LDAP | 2% \Cn‘cm cien | | | | ctn
. MySQL N ] ' ' !
CAS Server
Sprint MVC/Webflow
s o Ticket
1.2 Authentication
( central authentication Database Authentication Handler
service CAS) o
( single sign—on SSO) ———
? Database
9 . 1
Kerberos " N N
CAS ", Kerberos . CAS
Kerberos CAS Server CAS

- CAS . Client o CAS Server



+ 108 - 28
: CAS Client user_
CAS Server o Lif- ; organization_
eray ; usergroup
CAS Client role_
3 resourceaction
3.1 N . o
MySQL 3.2
o N N N 3.2.1 CAS
2 o
usergroup .
Fr4aL
CAS Ticket( ) Ticket
usergrouprole o ( ticket
users_usergroups granting ticket TGT) ( service ticket ST)
- TGT CAS Server
user users_roles role TGT
e i ; ( ticket
r granting cookie TGC)  TGT ID
resourcepermission ) s
users_orgs CAS Server ( Cookie) -
orggrouprole
CAS Server
organization_ resourceaction ( HTTPS) 0 ST CAS
ikl PHRAN R
A
3 o
m
Vs | waEte | Bt
1. Vi a1 3K
ARINUE
<2 FRE (A FAE -
3. EF{iEk j_|
——————————— 4 RS U~~~ — =~~~ ——
5. H gk
6. FRIUH F‘%E—»D
—-7. 3R A S —
S 8. JE[ATGCHIST ——————————— BIETGT, EKST
Lo, SIS i R— -
10. B UEST—— ST
L —-12. EFICookie- —— —| [~ 7711 Heib- - - -
F13. ¥ CookielfI Vs 1] 175 sk
| [€———14. RIFITHE - - - -
3
(1) A ;
A ;



Liferay = 109 -

12 : CAS
TGT ST;
(8) TGT ID TGC Cookie
A
ST A;
(9) A
ST;
(10) A ST
ST ;
(11) ST
(12) A
Cookie ;
(13) A
Cookie A Cookie
(14) o
TGC
ST
; Cookie
B A
3
TGC ST
4 ~17
3.2.2 CAS Server
(1) o
CAS Server Tomcat
o CAS Server
CAS Server o
Java keytool
CAS Server Tomcat
server. xml HTTPS

<Connector
protocol =" org. apache. coyote. httpl 1. Httpl I NioProtocol"
port="8443" SSLEnabled =" true"

scheme ="https" secure=""true"

lientAuth ="false" sslProtocol=""TLS"
keystoreFile=" pathname"
keystorePass =" pass"

maxThreads="150" >

</Connector>

(2) CAS Server o

CAS Server Maven ' °

MySQL

CAS Server pom. xml o

(3) CAS Server . o

CAS

o CAS

Server N

application. properties
4 o

B MySQL $dE
cas.authn.jdbe.query[0].url=jdbe:mysql://domain-name:33
06/Iportal?useUnicode=true&characterEncoding=UTF-8&auto
Reconnect=true&useSSL=true
ot e 4% B
cas.authn.jdbc.query[0].user= username
cas.authn.jdbc.query[0].password=pwd
FREUT A5 S SQL A AR 7 B
cas.authn jdbc.query[0].sql=SELECT * FROM user
WHERE emailAddress =?
cas.authn.jdbe.query[0].fieldPassword=PASSWORD
BCE T N 55, L MDS5 4
cas.authn.jdbc.query[0].passwordEncoder.type=DEFAULT
cas.authn.jdbc.query[0].passwordEncoder.characterEncodi

ng=UTF-8
cas.authn jdbe.query[0].passwordEncoder.encodingAlgorit
hm=MD5
4 CAS
3.2.3 CAS Client
CAS Client
CAS Server o CAS Client
Java . Net PHP
Perl .

CAS Client  Web

( Filter)
CAS Server

3.3
(1) Liferay o
Liferay =~ CAS
o Liferay



<110 » 28
MySQL o 3 CAS J.
Liferay portal —setup —wizard. prop— 2009 29(3) :125-127.
. 4 Web service
erties 5 o
. . 2010 30( 12) : 3363-3365.
(2) Liferay ~ CAS . ! (12)
. 5 SCHUH G BRAEKLING A VALDEZ A C et al. Using lif-
Liferay CAS . o o .
eray as an interdisciplinary scientific collaboration portal a
CAS ° comparative usability study of version 6.1 and 6.2 C //8th
CAS URL. URL, international conference on social computing and social me—
URL . dia held as part of 18th international conference on human—
computer interaction. Toronto Canada s. n.  2016: 405 -
. . . 414.
. . 6 Liferay
p— o J. 2008( 12) : 8
SR IS BRI B AL (12)
jdbe.default.driverClassName=com.mysql.jdbc.Driver -14.
jdbc.default.url=jdbe:mysql://domain-name/Iportal?character 7 .LDAP
Encoding=UTF-8&dontTrackOpenResources=true&holdResults ] . 2011 21(5):139-
OpenOverStatementClose=true&useFastDateParsing=false&use 142
Unicode=true )
. 8 SCHWARTZ B ZAITSEV P TKACHENKO V. High per—
jdbc.default.username=username
jdbe.default.password=pwd formance MySQL: optimization backups replication and
I RIRGE LR more M .3rd ed. USA: O’ Reilly Media Inc. 2012:1-34.
admin.email.from.address=Email Address 9
HHEMERE, F2EAGWLOLEE, FY5 CAS fRfRFE c // i
i — 2, :
passwords.encryption.algorithm=MD5 ( ) : A
passwords.digest.encoding=hex ( ) ) 2007:108-111.
5 10 . Kerberos J .
2000 22(5) : 11-13.
11 . J.
4 :
) 2014( 1) : 53-56.
CAS Liferay 12 DIAS C. Corporate portals: a literature review of a new con—
cept in information management J . International Journal of
~ Information Management 2001 21:269-287.
o 13 Ajax Struts Hibernate
Spring  J2EE J .
2011 29(6) :576-584.
14 ABDELNUR A HEPPER S. Java Portlet specification M .
s.l.: Sun Microsystems 2003: 19-28.
15 . Cookie J .
2007 24(3) :50-53.
16 MORIT INOUE T SHIMODA A et al. Statistical estima—
tion of the names of HTTPS servers with domain name J .
° Computer Communications 2016 94:1-10.
17 .Tomcat  Apache JSP
7. 2003 20(6) : 12-14.
1 . “ ” 18 . Maven M . 2011:27
D . : 2012. —44.
2 . Web Services  J2EE 19 . Java Web
D . : 2005. J. 2009 22(11) :58-60.



