2848 5114 TENRASEELZRE Vol.28 No. 11

2018 4E 11 H COMPUTER TECHNOLOGY AND DEVELOPMENT Nov. 2018

0

2T 1515 B BT SR 15 R AR 3 BT 5

B
(PEBBXF(LR) HEMNSEZ ISR, LA F5 266580)

 OE. s BB HEOR B AT 3 4 B A 7 ) BT R, B B Bk SR R I 2D LR = R P A S
SCHP RIS T i B B AR B AR A B S (PR, AT T s £ Bk A B BE AL A A A A M (R 4R R T — A T
IR F s BB 4, R NTP PSS mL Mg 17— o {5 BBk AR R, A 28 Bk A8 50 0 () B AR 43
SEPULRR, JE WS T b E BV RG R A AT T A BT S5, S SR IR S SC 8 R DoS Mok sig, S
B R R W] BT i a5 BBk AR 2 0 RE A AT BARHT M 2% b i AR Bt N Bt 2 X 4 25 8 A A H0E 4 1 40 BT M E | 1 i 1k
dr BB ACN 5 A FEDT DoS BUtithBE -, 24 DoS Hrifi iR %] 100 Mbps B, REAIGEIRFHEAE , BA BT 221
REFIIR 55 PERE o

KIF . FESHBH I ; M B AR RSP A1 B 3 s DoS Wik

th[E 4> 25 . TP309 X HERFRIZED . A XERS:1673-629X(2018)11-0142-04

doi:10.3969/j. issn. 1673-629X.2018. 11. 031

Research on Video Communication System Protection Based on
End Hopping

SUN Hui
(School of Computer & Communication Engineering,China University of Petroleum, Qingdao 266580, China)

Abstract ;. The end hopping technology has become a research hotspot in the active network defense. The reasonable hopping strategy and
synchronization mechanism are two focuses of its research. In this paper,we study the problem of end hopping strategy , analyze random-
ness and uniform distribution of end hopping sequence,and propose a end hopping scheme based on chaotic sequence. We use NTP pro-
tocol to achieve synchronization,construct a end hopping system model, and introduce the theoretical basis and implementation steps of
hopping algorithm. Finally,we design and implement a prototype of the end hopping system,and carry on two groups of anti—attack ex-
periments about eavesdrop attack and DoS attack. The experiment shows that the end hopping system can effectively resist the eavesdrop
attacks , increase the attacker’ s analysis difficulty of the packets and the cost of the attacker. In addition,in the anti-DoS attack perform-
ance , when the DoS attack rate reaches 100 Mbps, the system can still communicate with better security and service.
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