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Abstract : Aiming at the problem of repeated scanning in searching behavior of known networked devices, we present a networked ICS de-
vice search technology based on dispersed sequences,and design a heuristic generation algorithm for dispersed sequences. Nearby IPv4
addresses are far apart in the dispersed sequence,which decreases the frequency of scanning in the order of the sequence on small scale
network. The mechanism of obtaining ICS device information based on Modbus and Siemens S7 protocol is tested in the experiment, the
optimal algorithm parameters for generating dispersed sequences are analyzed,the ICS device search in IPv4 space is simulated,and the
characteristics of search behavior are analyzed from the perspective of honeypot. The experiment shows that based on this search technol-
ogy,the whole network ICS device can be scanned in distributed while avoiding repeated scanning.
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